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2 RoboTask User's Guide

1 Quick Start Guide

1.1 Features

RoboTask can easily automate any series of tasks on your computer system, whether you are a
novice or advanced user. You don't even have to know how to program—use RoboTask to build
your own automated solutions quickly and easily. Yes RoboTask is powerful.

For example, RoboTask can help you avoid losing important data when you create a backup task
for placing files on a remote server.

The software can manage and trigger a wide variety of repetitive tasks to save your valuable
time. With RoboTask, you don't need complicated batch files or scripts.

Here are many examples of what RoboTask can do for you:

Runs applications and open documents.

Manages automatic backups.

Alerts you of any changes in your folders.

Shuts down Windows and powers off your computer triggered by any event you choose.
Processes files and folders (copies, moves, renames, deletes).
Works with FTP and Web servers (downloads, uploads, etc).
Sends letters and files by e-mail.

Starts and stops Windows NT services.

Sends network messages as WinPopups.

Acts as an alarm clock.

Much more!

RoboTask can be used for an unlimited number of tasks. When creating a task, you decide what
the task needs to do and when. Every task has two parts:

1. Actions

2. Triggering events

Actions

First, you must decide what actions you want to accomplish. You can select built-in actions in
RoboTask to accomplish the following:

Run applications.

Open or print documents.

Emulate your keystrokes.

File and folder processing (copy, move, delete, rename, synchronize folders).
Work with FTP servers (download, upload, rename, delete).

Work with e-mail (check for e-mail, send e-mail).

Work with ZIP files (pack files, extract files).

Work with windows (focus, maximize, minimize, restore, close, hide, unhide).
Flow control (if-then, file loop, text loop, dataset loop, and so forth).

Triggering events

A triggering event can be one of the following:
e A specific time
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¢ When something happens on your computer.

Practically anything that happens on your computer can trigger RoboTask to perform an action.
An example would be when RoboTask automatically updates a log and uploads it to a website
whenever you receive an email with a subject that is a particular string of words or contains a

word such as "Important”.

The following are examples of triggering events:

1.2

Scheduler (at a specified time).

Hot Keys (when a special key is pressed).
Tray Icon (when you double-click it).

File Monitor (when a particular file is created, destroyed, changed, renamed).
Dial-up Connection Monitor (when a connection is made or broken).

Window Watcher (when a window is created, activated, closed, and so forth).
System Events (time, spooler, device, display changed, log on, log off, on idle).

Getting Started in the RoboTask Window

The following information introduces you to the RoboTask main window.

“® RoboTask 9.0.0.1065 x64 — | X
Task Tree Remote Options Tools  Help
'l 4
& ®® X O
(+) ()
E Local tasks 2 {} Task Mame Status Last Star ™
: [DEMO] Backup your tasks (daily ... Events Disabled
| ] [DEMC] Clear Temporary Folder Events Disabled
| ] [DEMO] Create XML library Mo Events
|_] [DEMO] Device changed Events Disabled
|_] [DEMC] Error Handling Demo (Se... Mo Event
:: [DEMO] Go to Robotask home page  Events Dig Task pane
[_] [DEMO] Idle Demo Events Did
[ ] [DEMC] Insert DateTime Events Disabled
|_] [DEMO] 15 script Mo Events
|_] [DEMO] Fing and Text Loop Dema Events Disabled
. | [DEMO] Save and restore mouse ... Events Disabled 4
e D working set Wl € >
|1_:.||E|:: ;E Eind:| | Show All v E
(4]30.03,2022 13:49:31: Plugin "Sound Volume (v 8.6.0.41)" is loaded A
(4]30.03.2022 13:49:31: Plugin "DataBase (v 8.6.0,57)" is loaded
(4]30.03.2022 13:49:31: Plugin "Graphics (v 8.6.0.16)" is loaded
(4]30.03.2022 13:49:31: Plugin "WebSockets (v 8.6.0.18)" is loaded Log pane
30.03.2022 13:43:31: Plugin "Console Application (v 8.5.0.8)" is loaded
(4 ]30.03.2022 13:49:32: Load tasks...
(4]30.03.2022 13:49:34: 1469 tasks loaded
m I NT WITTF 120400 TA Shardinna Tael "Claan caren =t niakt fracst F2el" INEIRR IR T anesr Tudlice avant R4
£ >
. Total number of tasks: 1469
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Folder Pane

Displays a tree of the task folders. This is useful for organizing your
tasks.

Task pane

Task Name Column
Displays the name of the task.
Status Column

Displays whether the task is enabled or disabled. You must run the
task manually if the task is disabled by double-clicking it. You can
change the status of a task: select the task and right-click.

Log Pane

Displays the log messages when you open RoboTask or when a task runs.
You can set options for the log when you add a task or edit one on the

Advanced tab of the Add Task dialog box.

) )

& 0e0® X120

Allows you to add a new task. You can select actions and triggering events.

New Task

Edit Task

Allows you to modify a task. You can edit the settings for actions and triggering events.
Delete Task

Removes the task that you select in the main window.

Run Task

Starts the task that you select in the main window.

Stop Task

Stops the task that you select in the main window.

Show/Hide Task Tree

Displays or hides the task tree at the left of the main window.
Connect button
Connect to remote instance of RoboTask

Settings

Allows you to set preferences for RoboTask.
Search task
Find task by name

BB E| 3
New Folder
Allows you to create a new folder and enter the name.
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Remove Folder

Removes the task folder that you select.

Rename Folder

Allows you to rename the selected task folder.

Collapse All

Hides the folders in the tree and displays only the top level folder.
Expand All
Displays all the folders in the tree.

Shortcut Menus

If you select a task in the Task Name column and right-click, the following commands appear
on the shortcut menu:

Enabled - Allows the task to start automatically when a triggering event in the task occurs.
New - Creates a new task.

Edit - Modifies the task that you select.

Delete - Removes a task.

Run - Starts a task.

Stop - Ends a task.

Duplicate - Copies a task. This is useful if you want to create a new task quickly and then
modify it.

Create Shortcut - Adds a shortcut to the task on your desktop. This is useful if you want

to quickly start a task without opening RoboTask.

If you point to the Log pane and right-click, the following commands appear on the shortcut
menu:

1.3

wNh e

Clear Log - Removes all messages from the Log pane.

Copy Selected to Clipboard - Copies the lines that you have selected in the Log pane and
places them on the Windows Clipboard.

Open current log in text editor -You can open the current log in a text editor for analysis
and searching of records. You will be prompted to choose a text editor. The default is the
system NOTEPAD.EXE.

Select All - Selects all the lines in the Log pane so that you can quickly copy them.

Create Tasks

Click Task > Newl/so".

On the Actions tab, click the Add button.

Select an action. Some of the actions require additional settings. A dialog box appears with
specific settings that you can select.
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4.
5.
6

7.
8.

Tip

After entering the settings, click the Triggering Events tab.

Click the Add button.

Select a triggering event. Some of the triggering events require additional settings. A dialog
box appears with specific settings that you can select.

After entering the settings for the triggering event, click OK.

To run your task, click the Run Selected Task button in the main window.

Some actions or triggering events do not have specific settings that you can enter.

1.4

wh e

Tip

Run Tasks

In the right pane of the RoboTask window, select a task.

Click Task > Run or press CTRL + ENTER on the keyboard

In the right pane of the RoboTask window, the status column displays the results of running
the task.

e You can run a task without opening RoboTask. Select a task in the RoboTask window and click

1.5

wN e

Tip

N~

Task > Create Shortcut on Desktop. This adds a shortcut to that task on your desktop.
You can double-click the task to start it.

Edit Tasks

In the RoboTask window, select a task.
Click Task > Edit or press ALT+Enter.
On the Edit Task dialog box, select the options that you want.

To remove a task from the list in the RoboTask window, select a task and click Task >
Delete.

Customize RoboTask

Click Options > Settings.
On the Preferences dialog box, set the options you want.

Purchasing

Click Help > Purchase. Also you may purchase full version of RoboTask from official web site.
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1.8 License Agreement

The RoboTask is distributed as try-before-you-buy. This means:

1. All copyrights to RoboTask are exclusively owned by the author - Neowise Software.

2. Anyone may use this software during an evaluation period of 30 days. Following this
evaluation period of 30 days or less, if you wish to continue to use RoboTask, you must
purchase it.

3. Once purchased, the user is granted a non-exclusive license to use RoboTask on one
computer, for any legal purpose, at a time:

¢ Personal license entitles you to use RoboTask only on a single computer at home for
personal purposes.

o Business license entitles you to use RoboTask on server or workstation by employees
of your company or organization at single location.

e If you need to use RoboTask on a few computers (servers or workstations) you must
purchase corresponding amount of licenses.

e The user can install and run runtime module to perform pre-made tasks on a separate
computer without an additional license.

4. Registered user is granted free upgrades of RoboTask within one year period since
purchasing of RoboTask. In order to prolong the period of free upgrades, user must purchase
new registration code with discount.

5. The licensed RoboTask software may not be rented or leased, but may be permanently
transferred, if the person receiving it agrees to terms of this license. If the software is an
update, the transfer must include the update and all previous versions.

6. The trial version of RoboTask may be freely distributed, provided the distribution package is
not modified. No person or company may charge a fee for the distribution trial version of
RoboTask without written permission from the copyright holder.

7. RoboTask IS DISTRIBUTED "AS IS". NO WARRANTY OF ANY KIND IS EXPRESSED OR IMPLIED.
YOU USE AT YOUR OWN RISK. THE AUTHOR WILL NOT BE LIABLE FOR DATA LOSS, DAMAGES,
LOSS OF PROFITS OR ANY OTHER KIND OF LOSS WHILE USING OR MISUSING THIS SOFTWARE.

8. You may not use, copy, emulate, clone, rent, lease, sell, modify, decompile, disassemble,
otherwise reverse engineer, or transfer the licensed program, or any subset of the licensed
program, except as provided for in this agreement. Any such unauthorized use shall result in
immediate and automatic termination of this license and may result in criminal and/or civil
prosecution. All rights not expressly granted here are reserved by Neowise Software.
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9. Installing and using RoboTask signifies acceptance of these terms and conditions of the
license.

10. If you do not agree with the terms of this license you must remove RoboTask files from
your storage devices and cease to use the product.

Thank you for using the original RoboTask.
Neowise Software

www.robotask.com

1.9 Trademarks and Copyrights

RoboTask is a trademark of Neowise Software.

Microsoft, the Windows logo, Windows, and Windows NT are registered trademarks of Microsoft
Corporation. All other brands and product names are trademarks or registered trademarks of
their respective owners.
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2 Several practical recommendations

2.1 Using Variables in Tasks
2.1.1 Usage of Variables

For building complex automation schemes, RoboTask provides two types of variables that you
can use in actions and triggering events:

e System variables that are pre-defined.

e User variables that you can define yourself.

When you insert a variable name as a parameter or part of a parameter in an action or triggering
event, the variable content is processed, instead of the variable name.

For example, if you want to show a message containing the day of the week, you should use
the {DayOfWeek} variable.

When you run the task that contains the {DayOfWeek} variable, the variable is replaced by the
name of current week day. If you insert this variable in a Show Message action that includes
the message defined as "Today {DayOfWeek}!", when you run this task on Wednesday, the
following message displays: "Today Wednesday!".

You can use as many variables as you need in an event or action. Any time that you define the
same parameter many times, you should use a variable. This allows you to change the variable
in one place and all your tasks that contain the variable update automatically.

The Usage of variable names in actions.

Beginning with the version of RoboTask 5.3 all the actions where variables are assigned allow
to use other variables in the variable name. That can be useful, for example, when creating
enumerated variables like these:

Li nel
Li ne2

Li nel0

In this case it is possible to specify a variable name like Line{num}, where num contains the
ordinal iteration number of a cycle. Thereby, it is possible to create pseudo array.

However, it is strongly recommended not to abuse that feature. Although such approach
provides more flexibility, it is easy to get confused in variables names. Therefore we advise to
specify the variables names explicitly, if it is possible to avoid dynamic names.

Variables that Contain Other Variables

You can even use variables within other variables; this is useful if you want to specify a value
of a variable for other variables. For example, you can define a variable with a name
{Yesterday}. {Yesterday} contains another variable with a value {MonthIncDays(-1)}/
{IncDays(-1)}/{YearIncDays(-1)}. When you use the {Yesterday} variable, it returns
yesterday's date.
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Arrays

To make your tasks even more powerful, you can use variables as arrays. This means you can
specify more than one values separated with commas. To access the first value, use index 0:
{MyVar(0)}. To access the second value, use index 1: {MyVar(1)}. And so on.

For example, if to add a variable with name {MyArray} and value One, Two, Three, you can use
that variable as shown below:

e {MyArray} = One, Two, Three
e {MyArray(0)} = One

e {MyArray(1)} =Two

e {MyArray(2)} = Three

Another example:

e {MyArray} = "First item", "Second item", "Third item"
e {MyArray(0)} = First item

o {MyArray(1)} = Second item

e {MyArray(2)} = Third item

2.1.2 System variables

You can view system variables[es) in the RoboTask variables dialog box (the Options | Variables
menu). The list is divided into categories. Each variable in the list has a brief description. Thus,
it will not be difficult to study the set of variables[e and we will not describe them here.
There are more than 80 system variables available now. Actually they are functions that are
executed at the moment of line generation.

Some variables require a parameter, for example:
ExtractFileNameNoEXxt()

You should specify the full name of the file as the parameter of this variable. For example:
{ExtractFileNameNoExt(C:\Folder\File.ext)}

It is possible to use embedded variables. Suppose we have a custom variable named
MyFileName containing the name of a file. To extract the file name without its extension, type:
{ExtractFileNameNoExt({MyFileName})}

In this case, RoboTask will find {MyFileName} first and then use the found string as a
parameter.
This rule applies to all system variables that require a parameter.

© 2004-2025 Neowise software



12 RoboTask User's Guide

2.1.3 Custom variables

RoboTask allows you to save intermediate data in users variables. There is also a whole set of
actions that cannot work without user variables. For instance, loops. While using variables, you
should remember about some peculiarities.

User variables are global for all tasks

It means that one and the same variable is visible, can be used and can be modified in any task.
On the one hand, it is very convenient: data can be passed from one task to another. But on
the other hand, if you have two tasks running simultaneously, they use one and the same
variable and it is done unintentionally, you may get a completely unexpected result.

Tip

If you use variables that are not supposed to be used in other tasks, use special prefixes of
this task in the names of these variables.

For example:

TSK1_Counter, TSK1_CurrentFile, etc.

Also you may simply declare necessary variables as local. See Local variables[ 2\ topic

RoboTask saves user variables for future sessions

Variables you create in tasks are stored until you remove them using the «RoboTask variables»
form (Options | Variables) or the «Remove Variable» action inside the task. When you exit
RoboTask, variables save their values for future sessions.

As a rule, variables make sense only for the task they are created in and after using RoboTask
for a while, you may get a rather long list of user variables that you do not need anymore.

Tip
Insert actions removing unnecessary variables at the end of tasks.

2.1.4 Local Variables

What local variables are
Local variables of a task are custom variables that "live" only while the task is running.

o Differences between local and global variables:

e Local variables "live" only while their task is running. Unlike local variables, global variables
live starting from RoboTask startup (or since such a variable is created) and until
RoboTask is exited or until such a variable is deleted.

e The values of local variables are not preserved till the next session of working with
RoboTask.

e Local variables can be edited and accessed only within the running task. Global variables
can be accessed and edited in any task.

They are similar to global variables in all other aspects.
Advantages of using local variables:

We do not have to take care of deleting unnecessary variables when the task is complete
because local variables are deleted from memory automatically when their task is complete.
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When you use local variables, you do not have to worry that they will be changed by another
task. And vice versa: the use of local variables guarantees that the values of variables will be
preserved while the task is running.

If several tasks that can change one and the same variable are running simultaneously, the
result may be unpredictable. Suppose we have two similar tasks that go through files in a loop,
but they do it in different folders. Both tasks assign the name of the current file to the
CurrentFile variable. If these tasks are running simultaneously, we may end up with quite a few
problems. It is easy to avoid it if you declare the CurrentFile variable as local in both tasks.

Such a situation is not a rare one, especially if you have several hundreds of tasks. You can
also create new tasks by copying an existing one and changing a few steps in it.

How to declare local variables

You can declare local variables on the "Local variables" table of the task editor. There are two
ways to declare them:

Enumerate the names of the variables;

Assign initial values to them.

If you enumerate them, just fill the list of names for local variables: one variables per line. For
example, like this:

Li neCount
Fi | eToUpl oad
CurrentFile

etc.
To assign an initial value, specify this value after the "=" character. For example, like this

Li neCount = 0
Fi l eToUpl oad = c:\incom ng\list.txt
CurrentFile = note.txt

etc.

You can assign initial values not to all variables. By default, local variables contain an empty
value (an empty string).

By default, the list of local variables is empty. It means that all variables that are used in a task
will be processed as global ones when you run the task.

How to use local variables
There are no additional requirements regarding the use of local variables. The same tools are
used to work with local variables as with global ones:
Actions from the Variables group

Create variable[z1

Set Variable|z2)

Remove variable| 23

Increment variable[ 2

Delimit Variable[2s4)
Inserting variables into strings in various actions.
For example:

Current folder is "{CurrentFol der}"
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Using the methods of the RoboTaskApp|«s) object: ExpandText, SetUserVariable, etc.

The rules according to which RoboTask processes local variables are very simple:

Once a variable is called, RoboTask first tries to find it among the local variables of the task.
Calling a variable means any call: assigning a new value or calculating the variables value when
macro insertions with the help of variables are substituted.

If the local variable is declared, further operations (reading or assigning the value) will be
applied to the local variable. Otherwise, RoboTask will process the variable as a global one.
Thus, if we declare a local variable that has the same name as a global variable, the local
variable will completely override the global variable. The running task will not simply see the
global variable.

It is better to declare all internal variables as local ones for most tasks. As a rule, these
variables are used in a loop or to pass data from one step in the task to another. When you use
local variables, you need not worry that the new task will mess up data from other tasks. And
vice versa - that some other task running simultaneously changes the data of the current task.
On the other hand, if you need to pass some data to another task, you should make sure that
the necessary variables are absent in the list of local variables.

2.1.5 Create a Variable

1. To define a variable, click Options > Variables.

2. On the User Variables tab, click the Add button.

3. On the User Variable dialog box, enter the name of the variable in the Variable Name box.
4. Enter the values in the Initial Values box.

Tip

In the Initial Value edit box, you can also type the names of other variables to define a
variable.

2.1.6 Add Variables to a Task

You can add variables to an action or triggering event contained in a task.

1. When you create a task, on the Edit Task dialog box, select an action or triggering event.

2. When you do this, some actions or triggering events display a dialog box in which you can
enter specific settings for the action or event. On this dialog box, select a field and click the
{V} button.

3. On the RoboTask Variables dialog box, select a variable in the list and click the Select
button.

4. The variable appears in the field that you selected on the dialog box for the action or
triggering event.
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2.1.7 Saving the resultinto a variable

During their operation almost all actions of the RoboTask demand that their results should be
assigned into user variables. In this case it is hecessary to specify the variable name.

A variable name is some string composed of Latin letters (ASCII symbols) and numbers without
any spaces.

It is better to specify the variable name explicitly, that is without curly brackets.

But composing of a variable name using other variables is permitted. In this case variables
should be separated with curly brackets like when composing any expression in the RoboTask.

What happens if you use curly brackets in a variable name?

e The RoboTask tries to compute the values of expressions in curly brackets (expand
variables) and substitute the value into the expression.

e Then, the got expression is checked whether it is correspond to the rules of variable
names.

e If the got name is correct, the RoboTask assigns the necessary value into a variable with
this name.

2.1.8 Rules for using variables in expressions

Using variables in actions permits to achieve more flexibility of an algorithm. Sometimes you
just can't do without using variables. For example, in cycles.

If you use expressions with variables in parameters of actions, RoboTask at first expands all
variables, and only after that uses the result for the action. In other words, RoboTask
computes the variable value and substitutes the value for the variable in the expression.

For example, the expression
Tenporary file is {UniqueFil eNane({TenpDir}\*.tnp)}

will approximately have the following form after its computation:
Tenporary file is C\Users\User1\ AppDat a\ Local \ Tenp\ DAOPUY08. t np

The rules for computing values are simple:

e The rule of visibility. At first, RoboTask tries to find the variable in the list of local
variables. Then, if it fails, it looks up among global ones. If the variable isn't found,
substitution doesn’t occur. System variables are always global. Inherently they are
functions which return the result of some computations. This rule is described in the unit
"Local Variables"[ 2".

e The depth of expanding variable. If variables are used in an expression by means of
braces {3}, the variables are expanded to the whole depth. That is, firstly the value of
variable is computed, and then the result is expanded if it contains variables. And so on,
to the end. However, sometimes it is necessary to expand only the specified variable
without further recursive processing. To do this you have to specify variables with the
character # after an opening brace: {#MyVariable}. More details in this unit below.

By default, RoboTask tries to expand all variables in the specified expression. Then it
recursively reiterates the attempt to expand variables in resultant expression until all variables
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are expanded. However, sometimes it is necessary to protect a text from expanding variables.
These can be some technical texts for automated processing. These texts aren’t directly
related to RoboTask. They can contain inserts coinciding with the variables of RoboTask. The
use of braces is quite a widespread method of inserting some macros when texts are
processed automatically.

For example, there is such a text file:

To automate nmiling you can use nacros to create a nessage:
insert of a custoner address - {Email}

insert of a custonmer nane - {User}

insert of a sender nanme - {SenderEnuil}

insert of a current date into the nessage - {Date}

insert of current tinme into the nessage - {Tine}

insert of a signature - {Signature}

You have to process this text in a cycle together with other files by means of RoboTask. For
example, add HTML tags and save it as HTML file preserving all the file contents without
changing. It is easy to see that if we try to write the file contents into a variable by means of
a system variable {TextFile(file_name)}, expressions {Date} and {Time} will be replaced
with current meanings of date and time.

To save a text to a variable without changing, you have to use the symbol # after the
opening brace: {#TextFile(file_name)}. In this case RoboTask doesn't try to expand all
variables in the text recursively, but only returns the contents of the text file without
changing. Naturally, you also have to use the variable containing the text with the symbol #,
in order to prevent from expanding expressions in text. For example: {#CurrentText}.

2.1.9 Prefixes Used with Variables

Prefixed can precede the name of a variable beginning with version 8.1.
There are 2 kinds of prefixes:

e Context prefix

e Protocol prefix

Context prefix
A context prefix can have 2 values: | ocal or gl obal

A prefix precedes the name of a variable and ends with the "@" symbol. It is not case-
sensitive.

For example:
| ocal @w Var
gl obal @serinfo

When a context prefix is not specified, the general rules of visibility described in the chapter
"Rules for Using Variables in Expressions[ )" (see "The rule of visibility") apply.

Protocol prefix
Only one protocol, JSON, is currently used. A protocol prefix ends with a colon ":"
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For example:
j son:userinfo.nane.firstnanme

If a protocol prefix is not used, this means that we are using the value of the variable entirely
as it is. We either extract it while reading or write the specified value.

A j son prefix means that the user i nf o variable should be processed as a JSON object and
the value at the nane. fi r st name destination should be extracted from it.

If you use this expression to write to a variable, RoboTask will accordingly write to the
user i nf o variable the value specified at the name. fi r st name destination as to a JSON
object.

If you attempt to read just the value of the user i nf 0 variable without prefixes, RoboTask
will return the JSON object entirely in the form of a string.

For example:

{"name": {"firstname":"John", "surnane":"Dou"}, "address": " New
York, 5-th ave, 125"}

Please note that the path to the value in the JSON object is case-sensitive. This is a JSON
standard. In other words, the expressions

j son: userinfo.nane.firstnanme
and
j son: userinfo. Nane. Fi r st name

are different expressions that can contain different values.

In this way, the JSON format allows storing structured data and arrays of values.

We will skip the format description. For more information, go to the article:
https://en.wikipedia.org/wiki/JSON

Use of Prefixes

Prefixes can be used in any sequence in front of the name of a variable. Both prefixes can be
used at the same time.

For example, the expressions

| ocal @ son: userinfo.nane.firstname
and

j son: | ocal @iserinfo.nane.firstnanme

have the same meaning.

If you specify a wrong prefix, RoboTask will treat this sequence of characters as a part of the
variable name and you will most probably get an error message.
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2.1.10 How to use variables correctly

This chapter is a short resume about variables.
Usage of variables in expressions

As a rule, when any action is configuring, it is possible to use variables. To specify a variable
in an expression (in a string) it is enough to put the variable name within braces "{" and "}".

How it works.

When any action works the RoboTask tries to expand insets of variables in the expression. In
other words, it replaces the variable name with the variable value in the expression.

The algorithm is easy:
At first, the program scans the source line for expressions which are put in braces;

If such expressions are found, the RoboTask tries to find the variable value using the variable
name and parameters (if the parameters are specified);

If the variable exists, the RoboTask replaces the expression in braces with the found value;

If such variable doesn't exist, the RoboTask leaves the source expression without any
changes.

Assigning some value to a variable

Overwhelming majority of actions execute certain operations and demand to save some values
to data transfer in other actions of the task. Specifying the variable name to save the value,
the variable name has to be specified explicitly. A variable name is just a set of Latin symbols
and figures without any blanks. Braces are not to be specified in this case.

But there is an exception to this rule. Beginning from the version 5.3 a variable name is
possible to be formed with using of other variables. But you must understand why it is
necessary.

What happens if you specify braces in the variable name (that is, do insets of other variables
in the expression):

e The RoboTask computes the final expression which is the variable name. In other words,
it replaces expressions in braces with variable values.

e After that, it checks if it is permissible to use the got name as a variable name.
Otherwise, the RoboTask generates warning and skips the operation of assigning value.

e Only after checking, the RoboTask assigns the specified value to the variable with such
name.

Note: The usage of such compound names allows to get more flexibility when writing a
task in some cases. But if this method is hard to understand, it is better to avoid it. It is
necessary only to specify the variable name explicitly without any braces.

2.2 Macro recorder

RoboTask has powerful tools of interactive automation, such as «Send Keystroke» operations
and the mouse actions (Move, Move to object, Click). However, it is obviously not convenient
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to create an incremental task that implies mouse shortcuts. Sometimes several operations need
to be performed as a single block.

For example:
e Activate the contextual menu;
e Select the menu item;
e Click on the needed element of the pop-up dialog.

In a step-by-step configuration, it is rather difficult to hit the required menu item.

To simplify the creation of the interactive mouse shortcuts sequence you can use the automatic
macro recording feature by clicking on «Record a macro» button in the task editor. Macro
recorder allows automatic recording of the sequence of mouse pointer movements: namely,
mouse button ups and downs, pauses between the shortcuts. When the recording is over Macro
Recorder transforms the recorded macro into actions and specifies them as the task steps.

To record the mouse shortcuts do the following:
e Open the task editor| 1
e Click «Record a macro». At that, all the RoboTask windows will be hidden and the window
with start and stop recording buttons will be displayed.

e Click on start recording button
e Then make the required mouse shortcuts (mouse pointer movements and pressing the

buttons on the required window elements) and click on stop recording button
e When the recording is over Macro Recorder will recover the task editor window and insert
the recorded shortcuts into the editor.

As a rule, the recorded macro is ready to use. However, it is strongly recommended to edit the
created steps manually. Macro Recorder records the actions properties exactly as they were
made, and that is not always useful for the task creation.

For example, in such action as «Move to Object[a1 it is almost always needed to replace the
full title bar with the specific title bar fragment. It should be done because the Windows
application windows almost always change their title according to the window contents or the
context. If the window properties are left unchanged, during the operation flow RoboTask may
not find the window according to the properties. In this case, the task will be stopped with an
error.

It is also useful to edit the pauses between the operations. As a rule, they can be significantly
reduced to speed up the task execution. However, it is not recommended to remove the pauses
at all, because you should wait a certain period of time until the application can respond to the
mouse shortcut (e. g. load some data or open a new window).

2.2.1 Macro Recorder Settings

You can open the settings dialog of macro recorder by pressing the button Eﬁ\]
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Macmﬁemrderﬂettiné- X

Record Mouse

Mouse Record Mode

@ Smart mode

" Use absolute coordinates only

Record Keyboard
IUse Real Pauses Between Keypresses

| [vlok || [%]cancl

Record Mouse
If you want to record actions of a mouse, switch on this option.

Mouse record mode
The recording of the mouse actions can be performed in two modes:

e Smart Mode - in this mode a macro recorder fixes windows and control elements where
mouse clicks take place. Also macro recorder records coordinates concerning the window
and the control element.

o Use absolute coordinates only - a simplified mode of recording. In this mode recording
only by absolute coordinates of a screen takes place. This mode can be useful in certain
cases when elements of a window are absent.

Use Real Pauses Between key presses
If you want to record pressings of keyboard keys, switch on this option.

In certain cases it is important to record pauses between pressings of keys. For example, if
you use different combinations of keys to open a dialog window. If the pauses are not
important, you can switch off this option. For example, when simply typing a text in entry
field. In this case the standard 40 milliseconds pause is used (approx 25 pressings per
second).

2.3  Running tasks simultaneously

Each task runs in the background mode independently of other tasks. You can effectively use
this feature while scheduling your tasks. Suppose you need to pack several independent folders
into different archive files. You can create the following task:

Pack "Fol der1" into "folderl.zip"
Pack "Fol der2" into "fol der2.zip"
Pack "Fol der3" into "fol der3.zip"
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In this case, the task will pack Folderl, Folder2 and Folder3 one by one. That is, each next
folder will be processed only after the previous one is packed.

The use of background processes would be more effective. In this case you need to create
three different tasks and each of them will pack the corresponding folder. In this case, the main
task will look like this:

Start task "Pack folderl" without waiting
Start task "Pack fol der2" without waiting
Start task "Pack fol der3" without waiting

Running such a task will be the same as running three tasks "Pack folderl", "Pack folder2" and
"Pack folder3". Each of these tasks will run independently of the others and the total time of
packing all three files will be a bit shorter than in case with successive processing.

2.4 Debugging of the task

In this chapter we will consider some recommendations (guidelines) concerning the debugging of
the generated task. If the task consists of 3-5 sequential steps, there is no need for debugging
as a rule. But if there are more than 30 steps with loops and branching in the task (if .. then ..
else[22)), then there are surely hidden mistakes in it, that aren't visible ex facte.

By all means check the generated task by test example.

For lack of experience, it is difficult to reproduce the entire algorithm in the mind, and to write it
as a task without any mistakes. To err is human.

Testing is necessary to check workability and correctness of the task. It is possible to check
the implementation of the task, for example, by files of the test folder or by files which are
easily restored from a backup copy.

The task can be invoked only after checking its correct working. Otherwise you may break
working files. Or the task will not work in time, and you will not get a necessary result.

Output of values of variables into the log file or into the screen.
The task often works incorrectly because there is the wrong value in the variable: the empty
value or the incorrect one.
In order to make sure the variables are filled in correctly it is possible to verify the values of
variables before the implementation of the key actions. It can be done in the process of
performing the task by several means:
e Output of values of required variables into the screen before the implementation of the
necessary action. You can use the action "Show message" for it.
e Output of variable values or expressions into log of the task. Use the action "Log
message".

As a text you can output one or several variables. For example:

{M/Var 1}
{MyVar 2}

Also you can output the whole expression if you use the composite value consisting of some
variables. For example:
"{CurrentUser}" <{CurrentEmail}>
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Using of local variables.
It is strongly recommended to use local variables[ .1 in the task. Their advantage is that they
"live" only while the task is being implemented, and they are visible only in the context of the
implemented task.
Imagine the situation:
You have created a task by copying an existing task. After copying you change the task a bit.
All variables in it are global by default. By some reason you have forgotten to change the names
of variables. What will happen if both these tasks are implementing at a time? The result must
be unpredictable. Both tasks can change the same variables. The algorithm of every single task
will be broken.
We can avoid it easily if we use local variables. Choose the tab "Local variables" in the editor of
the task and enumerate the variables used in the task, one by one into a line (see the chapter
"Local variables"[ 121).
The global variables are necessary only in two cases:

e To transfer some data into another task.

e To save a variable value between sessions of RoboTask.

In other cases you'd better use local variables.

2.5 Task synchronization

Let us try to make the task described in the previous section a bit more complicated. Suppose
you need to pack three folders in three different files and then write them to a CD. As you
remember, we have started three different tasks to pack the folders. It means that we must
wait until all three tasks are finished before we can write the archives to a CD.

The "Wait for Task" action is used for that. Let us modify our task in the following way:

Start task "Pack fol der1l" without waiting

Start task "Pack fol der2" without waiting

Start task "Pack fol der3" w thout waiting

Wait for Task "Pack folderl" for 10 mn.

Wait for Task "Pack folder2" for 10 mn.

Wait for Task "Pack folder3" for 10 mn.

Wite files folderl.zip, folder2.zip, folder3.zip to CD

Thus, we start three simultaneous processes in order to pack the necessary data and after all
three processes are sure to be finished, we write the archive files to a CD.

2.6 Using scripts

Sometimes we need to make some nonstandard calculation, analyze a string or modify it
according to a certain algorithm. The script programming languages (VB script or Javascript) will
help you in that. The Script tools pluginl«3 for RoboTask is included in the main distribution
package.

Script languages are simple and at the same time quite powerful programming tool oriented
towards both beginners and professionals. You can use script to access user and system
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variables in RoboTask, as well as other tasks. The installation file also includes some sample
uses.

Almost anyone can learn how to write small procedures in script languages. The use scripts in
tasks extends available actions beyond the set of RoboTask actions. Experienced users can use
Windows APIs and third-party COM objects in their procedures written in VBscript or JavaScript
without any limitations.

2.7 Drag and Drop

With the drag-and-drop mechanism, you can not only move tasks between task folders, but
also easily export tasks to a file or email message as an attachment. You can also import tasks
into RoboTask from a file or email message.

Export using drag-and-drop:

Select one or more tasks from the task list, press the SHIFT key and drag the selected tasks
to an open Windows Explorer window or email message editor.

Import using drag-and-drop:
Simply drag the task from the Windows Explorer or email client message window to the
RoboTask window. It is not necessary for the file to have a TSK extension. RoboTask will

analyze the contents of the file itself. If the file does not contain a task, RoboTask will ignore
the "dropped" file.

2.8 Running RoboTask as an NT service

2.8.1 Service mode vs User mode

RoboTask can work in two modes:
e As a common application
e As a system service.

Almost everybody knows what a common application is. Many people have an idea about what
a system service is. But very often they know only that the service works even if a user has
not logged in.

Yes, it is right. A user session is not necessary for a service. It is, undoubtedly, convenient.
But it also puts a number of limitations. And it is necessary to remember about this. Let us
consider all the pros and cons.

Fundamental differences between modes of the service and application
for RoboTask.

Service and application have different sets of tasks.

RoboTask application keeps its tasks in a user profile. Thereby, every user will have their own
set of tasks by default. It is convenient, for example, in the mode of a terminal-server, when
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several users work on one server in the mode RDC (Remote Desktop Connection). Every
instance of RoboTask will work independently from others and not interfering with others.

RoboTask service keeps tasks in its folder in Program Files. To make RoboTask perform
necessary actions in the service mode, it is not enough to simply install the service. It is
necessary to import or create required tasks for the service as well.

Different sets of tasks allow the application and the service to work simultaneously and
independently.

Service and application have different environment.

The application inherits the environment of a user session as any other application which the
user has run in their session.

The service uses the environment LocalSystem. Despite the fact that you can see both
windows application and service on the screen (for example, in Windows 2000 and Windows
XP), RoboTask will use different environments in these modes. More details below.

Application mode

After the installing, RoboTask is ready to work in the application mode. By default, RoboTask
runs automatically every time when a user opens a user session (log on to Windows).

Advantages
e Additional settings are not necessary; RoboTask is ready to work immediately after installing.
e Easy access to the main window and to the settings of RoboTask.

e The work of RoboTask in the user session allows to get access to the same resources which
are available to the user (for example, network folders and disks, windows of other
applications, etc.). This is inheritance of a user session environment.

Disadvantages
¢ In order that RoboTask may begin to work, it is necessary to log on.

e Logging off the session RoboTask also turns off as all other user applications. No tasks are
performed after that.

e In operation system Vista and further ones, the system UAC (User Access Control) demotes
the privileges of the started applications. It is done to increase security against malware and
viruses.

Problems connected with the UAC manifest themselves in a possible error “*Access Denied”
during some operations. In case of starting certain applications with elevating of privileges (for
example, by means of the utility RG.EXE from the package RoboTask) you have to confirm
running of programs manually.

The problems of the UAC can be solved in two ways:

e Turning off the UAC. In this case all the applications in the session will work with user
privileges. This mode is possible but not recommended because the security of the
system against malware decreases
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e Running of RoboTask in the mode “As Administrator”. It is enough to turn on the
checkbox “Run as Administrator” in the dialog Settings (menu Options -> Settings). But in
this case you will have to confirm running of RoboTask manually when the UAC requests.

System service mode

1

To install RoboTask service you can use the utility "RoboTask Service Manager"[2s" from the
package RoboTask. The utility allows to install, delete, start or stop the service. Also the
utility allows to specify initial common settings of RoboTask for working in the service mode.

The usage of RoboTask as a system service has unquestionable advantages, but it causes
some inconveniences as well.

Advantages

e RoboTask service begins the work when the system starts. There is no need to log on. It is
enough just to turn on the computer.

e By default, all the tasks of RoboTask work with system privileges.

Disadvantages

e As a rule, the system service works in a hidden mode. In the system Windows Vista and
further systems all interactive services work in a separate system session. A user cannot
see the main window of RoboTask without additional manipulations. That complicates manual
control of RoboTask.

e By default, services working with the privileges LocalSystem do not have access to network
recourses (i.e. the network folders on remote computers)

e It is necessary to avoid any interactive actions in service tasks: moving a mouse, pressing
mouse keys, sending keystrokes or calling any dialogs.

The first two items cause some inconvenience, but these problems can be solved. See below
how to do it.

The last rule is to be fulfilled for the following reasons:

e The system ignores moving the mouse and pressings the keys inside of a locked session. This
is done for security of the system. For this reason, the simulation of mouse and keyboard
actions will not work if the user session is locked. The user session is locked by default,
when screensaver is activated .

e As a rule, a user does not have a direct access to windows of RoboTask in the system
service mode. All the dialog windows require to press OK or Cancel. If the user does not do
it, the task comes to a stop and waits for a user action endlessly.

How to access the service in the OS Windows Vista/7/2008/8/2012

Access to the main window of service can be got by means of the system service "Interactive
Service Detection". That is described in the chapter "How to access RoboTask Service[a™'.
Then it is possible to change settings of RoboTask and service tasks.

The owners of Business License can get the access to the service through a local network.
That is described in the chapter "Control of RoboTask through network[s" and related
chapters. The work of a network client of RoboTask is integrated into the main window of
RoboTask and must not cause any difficulty.
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Initial settings of the service (a number of a port, privileges of access, parameters of
authentication, etc.) can be set with the utility "RoboTask Service Manager|zs1".

How to access the network resources in the service mode

By default, the RoboTask service works with privileges LocalSystem and does not have any
access to network folders. This problem can be solved in two ways:

1. Start a service with privileges of any user. It can be done in system settings of the
service. In this case the service inherits privileges of the stated user (including the
privileges within the local network). But then interactivity of the service will be
disabled.

2. Take notice that the user is to have the permission “Log on as a service”. Input correct
parameters of the user on the tab Logon Parameters in RoboTask Service Manager. In
this case all started tasks by default inherit privileges of the user. The inheritance can
be turned off in Task Editor if necessary. See the parameter “Log on Task as User” on
the tab “"Advanced”.

3. You can log in the SYSTEM session on the desired network resource entirely using the
system utility NET.EXE.

The command line is as follows:
net use \\<Server Nane>\ <Shar eNane> <User Passwor d> / user: <User Nane>

Read more in chapter "How to access the network from the servicels"

Summary

Both modes have their own advantages and disadvantages. You can use RoboTask as an
application and as a service simultaneously. Thereby, you can fulfill the whole circle of tasks
that can be solved by means of RoboTask.

How you will manage the process of automation on your computer or in a local network
depends only on your needs.

2.8.2 Installing and running

RoboTask can run in two modes:

e As a regular application
e As an NT service

An NT service is started together with the operating system and runs even if you are not logged
on. If you correctly create your tasks and configure triggering events, it will be enough just to
switch on the computer for RoboTask to start doing what it is supposed to do. This mode is
important for those computers that are used as servers in your office.

The NT service mode is not available on the Windows 9x/Me platform. The NT service mode is
not installed by default. In order to install the RoboTask service, you should use RoboTask

Service Manager| 251 utility.
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RoboTask Service Manager allows to start, stop RoboTask service, and make the initial
adjustment of the service.

2.8.3 Using UNC names

If you access various network resources in your tasks, we recommend that you use UNC (UNC -
Universal Naming Convention) names.

For example, instead of the path

z:\ docunent s\report. doc

you can use
\\'server1\i ncom ng\ docunent s\report. doc

A UNC name is formed in the following way:
\\ <Server _Nane>\ <Resour ce>\ <subf ol der s>\ <fi | e_nane>

I.e. you should use the name of the server and the name of the resource instead of the disk
name ("z:"
What benefits you get:
e A UNC name is always valid within your local area network and does not depend on how
network drives are mapped on a particular computer.
e You can use UNC names to access network resources even if you have no connected
(mapped) network devices. It is simply necessary in the NT service mode when there are no
mapped drives for RoboTask in principle.

2.8.4 Authentication parameters

When RoboTask is running in the NT service mode, it does not see network resources by
default. It happens because in this case RoboTask has not the rights of your session account,
but the rights of the virtual "SYSTEM" account despite the fact that you can see the green icon
in the tray and can manually control the program. To allow the program to log on to the
network, you should specify authentication parameters. These settings make sense and are
available only in the NT service mode. Open the Settings dialog box (Options | Settings) and
switch to the "NT Service" tab.

Also RoboTask Service Manager[« allows you to make this adjustment too.

Log on Process as specified user.

Select this checkbox if you want to allow RoboTask to log on to the local area network
automatically when the RoboTask service is started. After that you should specify the
authentication parameters.

Domain Name.
Specify the domain hame where the user is registered. If the user is registered on the local
computer, enter a dot (.) instead of the domain name.

User Name.
Specify the username.
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Password.
Specify the password for the specified user.

Try to Logon

To test the authentication parameters and log RoboTask manually, click this button. RoboTask
will try to log on using the specified parameters and you will see either "Log on successful" or
"Log on failed".

2.8.5 RoboTask Service manager

The RoboTask Service Manager is a separate utility within the installation package of
RoboTask. The RoboTask Service Manager allows to install the RoboTask Service and perform
the necessary initial settings of the service.

The functions of the service setting are separated according to their subjects onto different
tabs.

Service Setup

The functions of installing, starting and stopping of a service are located on this tab. It is also
possible to change system settings of the service and to get access to the main window of
the service here.

RoboTask Service Manager 7 x

| Service settings | . _
General settings Service settings

Login parameters

Metwork server parameters

Service status: Install Runni
~ REST API led; ng
REST AFI general settings B I — BT
REST API S5L/TLS settings Install RoboTask Service Start RoboTask Service
Plugin parameters
Backup and restore tasks Remove RoboTask service Stop RoboTask Service
Reinstall RoboTask Service Restart RoboTask Service
Update status Service configuration.. .

Service vs Application Cancel Apply
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Install RoboTask Service.
Installs the RoboTask Service in your system if the service has not installed yet.

Remove RoboTask Service.
Removes the RoboTask Service from a local system.

Reinstall RoboTask Service.
Reinstalls the service with default system settings.

Update Status.
Updates displaying of service status in the window.

Start RoboTask Service.
Starts the RoboTask Service on a local computer.

Stop RoboTask Service.
Stops the RoboTask Service on a local computer.

Restart RoboTask Service.

This operation stops the RoboTask Service, pauses for a few seconds and then starts the
service again.

Service configuration

You can perform system settings of the service here as well as in the system Service Manager
(Control Panel => Administrative tools => Services). For ease of operation, the settings of the
RoboTask Service are included into this utility.

Start Interactive Service Detection

This function is destined specially for operation systems Windows Vista and the later ones
(Windows 7, Windows Server 2008, Windows 8). The function allows to start and stop
Interactive Service Detection

The RoboTask service is an interactive service. This means that a user can get an access to
the service window and do settings interactively. In the OS Vista (and in later OSs) the
system hides interactive services by default. To get the access to the system window it is
necessary to start the system service Interactive Service Detection. After that you can get
an access to the session SYSTEM and then work with the window RoboTask Service
interactively.

This option is not available on Windows 10 and later

Allow Interactive Services.
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To get an access to the service window, interactive services must be allowed in the system.
In the OS Windows 7/ Server 2008 R2 (and previous OS) interactive services are allowed by
default. In systems beginning from Windows 8 interactive services are forbidden by default.

This option does not prevent RoboTask service from working. The service starts and works
normally in any case. But if the option is off, you cannot get any access to the main window
of the RoboTask service. If interactive services are not allowed, you will get an error when
starting Interactive Service Detection.

To allow interactive services in the system it is enough just to switch on this checkbox.
This option is not available on Windows 10 and later

General Settings

RoboTask Service Manager ? x

Service settings -
™ General setings | General settings
Login parameters
Metwork server parameters

Task Folder:
w REST AFI
REST API general settings C:'\ProgramData\RoboTask Tasks'| Q)
REST API 55L/TLS settings
Flugin parameters Open Tasks Folder
Backup and restore tasks
Log Falder:
C:\ProgramData‘RoboTask Logs), 2]
Open Logs Folder
4000 = Reset Paths to Default
B Enable Automation

B :llow sending anonymous statistics

Service vs Application Cancel Apply

You can find general settings for the senice on this tab:
e Location of tasks and logs.
e The maximum length of log-files (in lines).
e Switching on and off the automatic work of tasks.
¢ Allow sending anonymous statistics
You can also find these settings in the dialog Settings on the General tabl 78,

Logon Parameters
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RoboTask Service Manager 7 x
service settngs Login parameters
General settings
| Login parameters |
Metwork server parameters .
e ["ILog on Process And Tasks As Specified User

REST API general settings -

REST API S5L/TLS settings ="
Plugin parameters
Backup and restore tasks

Password:

Try to Log on

Service vs Application Cancel Apply

Logon Process as Specified User
Select this option if you want the RoboTask log on as Specified User and get its privileges.

Domain Name

Enter the name of the domain or server whose account database contains the specified
UserName account.

User Name
Enter the name of the user account to log on to.

Password
Enter the password of the user account.

Network Server Parameters.

On this tab you can set up server parameters of RoboTask. Read more about client-server
mode here[ .
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RoboTask Service Manager [ >

i Ziﬂfs Network server parameters
Login parameters
Metwork server parameters |
w REST API
REST AFI general settings
REST API SSL/TLS settings Bind to IP: 127.0.0.1
Plugin parameters

Backup and restore tasks

B start Server at RoboTask Loading

Port: 5501

B Encrypt Data
B compress data

User Rights

se internal lis it Internal List of Users
(") Use internal list Edit Int | List of
ﬂ System user accounts Select user groups

Service vs Application Cancel Apply

Start Server at RoboTask loading
It is on by default. Switch off this checkbox if you want to refuse from remote administration.

Bind to IP

By default this field is empty. This means that the network server is bound to all available
addresses on the computer. The address 0.0.0.0 has the same effect. You can specify
particular address. This is useful if the computer/server has several IP addresses.

Also you can specify local host address 127.0.0.1. In this case you can connect to server from
local computer only.

Port

This is the number of a port, on which the server accepts connections. By default, it is 5500.
If you use more than one instance of RoboTask at your computer, apply different ports to
avoid conflicts.

For example: 5500 is for an application, 5501 is for a Service.

Encrypt data
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This is the mode of traffic encryption. By default, it is on. The mode of ciphering is specified
by server. A client is tuned on the mode of encryption automatically. RoboTask provides the
traffic encryption with dynamic keys using CryptoAPI system functions.

Compress data

This is the mode of traffic compression. By default, it is on. The mode of traffic compression
can be useful when connection is slow (for example, DialUp or GPRS). The mode of traffic
compression (packing) is specified by server. A client is tuned on the mode of compression
automatically.

User Rights

This is the check mode of user’s rights at connection. It is possible to choose between two
modes of user checking:

e Use Internal list - When you press the button “Edit Internal List of Users” in this mode, you
can define users, who have the right of connect to the server. This is just text in the form
USERNAME=PASSWORD
on every line.

For example:

admin=1234567890

At the checking of a user, the server inspects presence of the user in a list and
correctness of a password.

e System user accounts - In this case RoboTask uses system user authentication. When
selecting this authorization mode, be sure to specify which system groups the user should
belong to. It is necessary to specify one or several groups. If the user does not belong to
any of the specified groups, the authorization will fail, even if the authorization parameters
are correct. For example, you can create a system user group "RoboTask users" and open
access for users of this group.

If the user isn't checked, the server returns an error and closes the connection.
By default, the System user accounts mode is on.

REST API

REST API (Representational State Transfer) provides some communication means (program
interface) with RoboTask instance from python or JavaScript scripts using HTTP requests.

RoboTask REST API allows you to get information about RoboTask operation, get a list of
tasks, as well as start or stop an individual task.

REST API server returns data in the form of JSON object. You can see the whole set of
requests and also try them interactively using the API documentation (Swagger) function (see
below).

To demonstrate how the REST API works, use the robotask rest_api demo.py script, which is
located in the Demo sub-folder of the RoboTask folder.

REST API general settings
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RoboTask Service Manager 7 x

zz:;;iﬂ;ﬁ REST API general settings

Login parameters

Network server parameters @ start builtn REST API Server
~ REST API
| REST API general settings | Bind to IP: Port:
REST API S5L/TLS settings 1 210.[;1 _'3'398
Plugin parameters
Backup and restore tasks

B require APT Key for Authorization
() Bypass API Key for localhost

API Keys (one per ling):
cc7dhDdj4VPPQKER 7SSE0DG30owZgvt

Add Random Key with Length 32

Open AP Documentation (Swagger)

Service vs Application Cancel Apply

Start built-in REST API server

To start the REST API server, enable this check box. By default, the REST API server is not
started. You can enable it if necessary

Bind to IP

Specify the IP address that the REST API server will use. By default, the REST API server uses
the address 127.0.0.1.

The address 127.0.0.1 corresponds to localhost. In this case, you will only be able to access
the server from a local computer.

Address 0.0.0.0 means that the server will use (listen to) all available addresses on the
computer.

If the computer/server uses multiple IP addresses, you can specify one address to which the
server will be bound.

Port
Specify the port that the REST API server will listen on.

For normal application mode, the REST API server uses port 9999
For system service mode - 9998.
You can specify any free and suitable port number.
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Require API key for Authorization
Enable this checkbox if you want to authorize each connection. If you want to use REST API
outside your local network, it is recommended to enable authorization mode.

Authorization on the REST API server is performed using API keys. An API key is simply a set of
characters that is prescribed on the server. The provided API key must exactly match one of
the registered keys. Otherwise you will get a "401, Unauthorized" error on any request

API key must be included in HTTP request headers.
Use the X-API-KEY header.

Bypass API keys for localhost
Enable this check box if you want to disable API key validation for local connections.

API keys

A list of keys defined on the server: one key per line. You can add strings manually or add a
random string: specify the key length and click the "Add random key" button.

Open API documentation (Swagger)
Built-in API testing service. Swagger allows you to view and test all available REST API
functions interactively.

Swagger runs in your default browser and shows all available REST API functions through the
web interface. When testing a function, you will see the format of the request and response
from the server.

To test the API key use the "Authorize" button in the upper right corner. After that specify the
required API key and press "Authorize" button.

REST API SSL/TLS setting

TLS (transport layer security) - traffic encryption mode. If you want to use the REST API
outside your local network, traffic encryption is a must. In local network mode, encryption is
not necessary.

To enable traffic encryption mode, you need a certificate and a private key in PEM format.
You can use paid or free certificates (for example, here).

You can also create the so-called "self-signed" certificates. You can make self-signed
certificates using OpenSSL or Powershell package. Read how to do it here or here.

You can also use a simple batch file (CMD or BAT). An example is shown below. If you have
the OpenSSL package installed, simply run this file and answer the application questions.

The complete text of batch file:
rem You can get OpenSSL binaries here:
https://sl proweb. conf product s/ Wn320penSSL. ht m
rem Apache httpd distribution: https://ww. apachel ounge. com downl oad/
rem Apache httpd contains OpenSSL binaries too
rem @cho off

set OPENSSLPATH=C:\ Program Fi | es\ OpenSSL- W n64

| F EXI ST %0OPENSSLPATHY (
echo Using Apache at path %APACHEPATH%
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" OOPENSSLPATH bi n\ openssl . exe"
" OOPENSSLPATH bi n\ openssl . exe"
\ bi n\ cnf\ openssl.cnf"

) ELSE (
echo Pl ease set OPENSSLPATH to a valid OpenSSL path (download it from
https://sl proweb. conf products/ Wn320penSSL. ht m )

RoboTask Service Manager

genrsa -out privkey. pem 2048
req -new -x509 -config " %OPENSSLPATHY

-key privkey.pem -out cacert.pem -days 365

f X

Service settings -
General settings REST API SSL/TLS settings
Login parameters
Metwork server parameters
~ REST API B use TS
REST API general settings
REST API S5L/TLS settings Certificate File:
Plugin parameters
Backup and restore tasks C:55L \cacert. pem
Private Key File:
C:'s50 \privkey. pem|
Root Certificate File {optional):
* All files must be in PEM format
Service vs Application Cancel Apply
Use TLS

Enable this check box if you want to use encryption mode

Certificate file
Specify the name of the certificate file.

Private key file
Specify the name of the private key file

Root certificate file (optional)

Specify the file name of the root certificate. This field can be empty. For a "self-signed"
certificate, leave this field blank.
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All files must be in PEM format.
Plugin parameters

RoboTask Service Manager 7 x

Service settings -
General settings Pl ugin para meters

Login parameters
Metwork server parameters
w REST API
REST API general settings
REST API 55L/TLS settings
| Plugin parameters \Websocket Plugin settings
Backup and restore tasks

Metwark Plugin settings

Email Plugin settings

Service vs Application Cancel Apply

Network Plugin settinggs
The form is the same as the settings of the Network pluginsaf.

WebSocket Plugin settings
The form is the same as WS Connection Managerssd

Email pluging setiings
The form of OAuth parameters editor{s3 for service

Backup & restore tasks
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RoboTask Service Manager [ >

Service settings
Seneral settings Backup and restore tasks

Login parameters ]
Metwork server parameters Backup service tasks

v REST API Backup folder:
REST AFI general settings C:\backup\taske
REST API 55L/TLS settings
Plugin parameters ["Iread log on completion

| Backup and restore tasks |

Start backup

Restore service tasks
Restore tasks from file:

Choose badwup ZIP file

(] overwrite existing tasks
(] overwrite task tree

("] Read log on completion

Start restore

Service vs Application Cancel Apply

Backup service tasks

Backing up tasks consists of packing the current set of tasks into a ZIP archive. If necessary,
it is possible to restore tasks from a saved archive.

Backup is performed using a predefined task launched in the environment of runtime module.

Backup folder
Select a folder to save the backup files. The default folder is in the user profile:
C:\ User s\ <User _Name>\ RoboTaskBackup

If necessary, you can select another folder. The selected folder is saved for future work
sessions.

The archive file name is generated automatically using the current date and time:
RoboTask- Servi ce- Tasks- YYYYMVDD- hhnm zi p
where YYYYMMDD - date in "YYYYMMDD" format

Read the log when completion
Check this box if you want to read the task execution log.

Restore service tasks
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Restoring tasks consists in unpacking tasks from a backup file into the tasks folder.

Restoration occurs with the help of a predefined task launched in the environment of runtime
module.

When the task is restored, the RoboTaskNTService service is restarted.

Restore tasks from file
Select backup zip file

Overwrite existing tasks
If you want to overwrite existing tasks, then enable this checkbox.

Overwrite task tree
If you want to overwrite an existing task tree, then enable this checkbox.

Read the log when completed
Check this box if you want to read the task execution log.

2.8.6 How to access the network from the service

The RoboTask service runs in a separate SYSTEM session. By default, the service does not
have access to network resources in your local network. However, it is often necessary to
have access to network drives or files on another computer in the local network.

There are two ways to resolve this issue.

The first method:

You can run the service with the rights of a registered user. This can be done using RoboTask
Service Manager or using the system Service Manager.

The service will automatically obtain the rights of the specified user. If this user has access
rights to network resources, then the service will also have access to network resources.

But this method has its disadvantages:

e The user must have "Log on as a service" rights. This can be set in the security policy
editor (Control Panel -> Administrative Tools (or "Windows Tools" in Windows 11) -> Local
Security Policy. Then Local Policies -> User Right Assignment -> Log on as a service).

For users of a domain structure, there is a similar editor for group security policies.

e The system service automatically loses SYSTEM rights, which are comparable to
administrative rights.

The second method:

This method is simpler and more universal. You can log in the SYSTEM session on the desired
network resource entirely using the system utility NET.EXE.

The command line is as follows:

net use \\<Server Nane>\ <Shar eNane> <User Passwor d> / user: <User Nane>
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If you are using a local user, then UserName is simply the username on the <ServerName>
computer.

If you are using a domain network structure, then you should use a domain user:
<DomainName >\ <UserName>

You only need to run this command line once. For example, when starting the RoboTask
service.

You can run this command line using the actions Run Program/Open Document or Run Console
Application.

You can insert this command line into the first line of a batch file BAT or CMD. Running this
command again will not cause an error.

Of course you can use the action Login to network share / Map network drive[ss

2.8.7 Peculiarities of working in the system service mode

In this chapter we will consider the base differences between the two modes of RoboTask:
e The general application
e System Service

RoboTask is designed so that the application and the service could work at the same time, not
preventing each other. When installing RoboTask Service interaction with the desktop is allowed
by default. Sometimes this mode of the service tangles understanding.

2.8.7.1 The visual differences between the work in ordinary application mode and in the system
service mode

e The RoboTask Service has a green icon in the system tray. The ordinary application has a blue
one.

e The main window title of RoboTask terminates in the line "(NT Service)". For example:
RoboTask 3.5 (NT Service). The tool tip of the green icon also contains the substring “(NT
Service)".

e RoboTask in application mode has another set of tasks than RoboTask Service. The tasks for
the application mode are in the local folder of the user's profile (by default). The concrete
name of the folder depends on the operating system and on the user name. The tasks for the
service mode are in the subfolder <RoboTask_Fol der >\ Tasks (by default "C.\ Program
Fi | es\ RoboTask\ Tasks").

You can see and change the path to the task folder in the settings of RoboTask (the menu
Options | Settings)
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2.8.7.2 Peculiarities of RoboTask Service working in RDC mode

In RDC (Remote Desktop Connection) mode you can't see the green icon. The system prohibits
the interaction of service with desktop in RDC regardless of the settings of service. You can see
the green icon and the main window of RoboTask only in the local session (i. e. from the local
terminal).

But Windows 2003 Server gives an opportunity to intercept the local session for RDC. It is
necessary for it to start up the client RDC with the parameter / adni n.

The command line is:
%8y st emRoot % syst enB2\ nst sc. exe /admi n

To know about the possible parameters you should implement the command:
%8y st emRoot % syst enB2\ nst sc. exe /?

2.8.7.3 Some peculiarities of the RoboTask service in Vista+ OS

Operation systems Vista/ Windows 7/8/Windows 2008/2012 Server prohibit interaction of
services with the desktop within the user's session. After launching of RoboTask you can see
the dialog box from system service "Interactive Service Detection" on the screen that the
program can't display a message on your desktop. If you click the button "Show me the
message", Windows opens the system session where you can see the main window of RoboTask
service. Then, as usual, you can tune the work of RoboTask, edit the task list, etc.
You should run service "Interactive Service Detection" manually under the operation system
Windows 2008. In addition the manual rerun of the service "Interactive Service Detection"
activates the display of the service message on the screen immediately, or in a few minutes.
In RDC mode under the OC Window 2008 you can get the access to the RoboTask the same
way as from the local terminal. You should run service "Interactive Service Detection". But only
users with administrative rights can get the access to the service.
If you don't want to get messages from service "Interactive Service Detection" any more, you
can just stop this service.
You can also prohibit RoboTask service to interact with the desktop. Do the following:

e Open the properties of service "RoboTask service"

e Open the tab "Log on"

e Turn off the property "Allow service to interact with desktop"

e Rerun the service.
If you need to change something in the tuning of RoboTask, allow the interaction with the
desktop for the RoboTask service.

2.8.7.4 How to access RoboTask Service
As we know Windows Vista+ operating systems prohibits the interaction with service
applications by default.
Windows 10 doesn't allow interaction with services at all
How to access RoboTask service in this case?
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You can access RoboTask service by using network client.

This method is universal. It works on any version of Windows or Windows Server

Run RoboTask Service manager, and setup network server for RoboTask Service. Pay attention

that port MUST be different from network server settings of application

I recommend you to use the next number - 5501
Pay attention to the Bind to IP parameter

The default address is 127.0.0.1. This address matches localhost.

In this case, you can only connect to the service from a user session on the same computer.

This method is secure. No one will be able to access the service from the outside.

If you want to control the service remotely from another computer, you need to use the

address 0.0.0.0.

This is a dummy address and means that the network server will listen to all available

addresses.

You can specify the actual address of the computer. This is useful if the computer/server has

more than one IP address.

Press "Apply" button to save settings and restart RoboTask service.

RoboTask Service Manager /

Login parameters
| MNetwork server parameters |

B start Server at RoboTask Loading

? X

Service settings
General settings / Network server parameters

~ REST AFI
REST API general settings )
REST API 55L/TLS settings Bind to IP: 127.0.0.1
Plugin parameters Port: 5501
Backup and restore tasks
ﬂ Encrypt Data
B compress data
User Rights

() Use internal list

o System user accounts

Service vs Application

Select user groups

Cancel Apply

© 2004-2025 Neowise software



Several practical recommendations

You can close close RoboTask service manager and open main window of RoboTask
application.

Choose menu Remote->Connect to...

B RoboTask 10.3.0.308 x64
=
Task Tree | Remote |Options TcmlsAelp
g Connection Managér... p
(+)
Connect To...
[67] Local task : e
> [ Busine Disconnect
imeIncHours™ custo
v {7 NewE Enable Remote Automation ! .
lj 11 ImeIncMinutes™ cus
E Remote Variables & Settings imelncSeconds™ cus
5 m Si Remote Running Tasks ckup your tasks (di
5 ) test tch FTP Upload
L) Al tas RoboTask Service Manager... F Run Javascript
{Ej Running tasks L] [DEMO] Clear Temporary Folc

_ | [DEMC] Create ¥ML library

=

|_] [DEMO] Error Handling Demo

_ [DEMC] Error Handling Task

&3 E| %

23.02.2025 19:30:3%: Plugin "HDD 5.M. AR T, {v 10.3.0,10)"is loaded
23.02.2025 19:30:3%: Plugin "Command Line Utlities (v 10.3.0.34)" is load:
23.02.2025 19:30:40: Load tasks...

23.02.2025 19:30:40: 434 tasks loaded

23.02.2025 19:30:41: Preparing of network dient. ..

23.02.2[!25 19:30:41: Done,

23.02.2025 19:30:42: Preparing of network server. ..

ﬁlzs».nz.znzs 19:30:43: Done,

Input necessary parameters and press "Connect"
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ons__ Tools  Help
| Connect to Remote RobaTask ?
i Computer Mame or IP Address: _
localhost Jger
lger
Part: B
5501 .
lger
Domain (for NT authorization only): jaer
Iss
lger
Llser Mame: jger
| er
admin e
\H Password: T
1T sewe
tash
asks ﬂ Save this connection to connection manager
iririg

You can see new Root folder in the task tree: localhost:5501

You can select it and edit remote tasks (also you can import, run interactively and remove
tasks)
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“@ RoboTask 10.3.0.308 x64 - O X

Task Tree Remote Options Tools Help

R EO®| &8O
Local tasks {} Task Mame Status L
> |_‘_"'| Business n

> | 7] New Examples | Exit RobaoTask. .. Manual

> {7 test Log Message. .. Manual

@ All tasks D On stop Idle Z
i Running tasks Restart RoboTask ... Manual
[87] localhost: 5501 test network Manual

i ] New Folder | test network - 2 Manual

{7 Service test network - 3 Manwal

All tasks - working SP e m 0 t e ta S kslT1E|I1LIE||
REE| b

23,02.2025 15:10:17: Preparing of network server. ..

23.02.2!]25 15:10:18: Done.

@23.02.2025 19:24:46: New dient connected 127.0.0.1

23.02.2!]25 19:24:46: Client disconnected 127.0.0.1

23.02.2!]25 19:24:59: New dient connected 127.0.0.1

23.02.2025 19:25:13: Task has been saved from network dient (83C85EEA, [fzxczxc...)

@23.02.2!]25 19:30:32: Client disconnected 127.0.0.1 I
23.02.2!]25 19:33:04: New dient connected 127.0.0.1

. Total number of local tasks: 434: Total number of remote tasks (localhost:53501): 17

By using "interactive service detection" service

(this method doesn't work under Windows 10+ and Windows server 2016+. Use network please
instead[+")
- start RoboTask Service Managerl 21 and start "Interactive service detection". Pay attention

that parameter "Allow Interactive Services" must be turned on. Otherwise turn it on and
restart RoboTask service.
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RobaTask Service Manager ?

Service settings - .

General settings Service settings

Login parameters

Metwark server parameters

Service status: Install Runnil
4 REST API led; na
REST API general settings Install RoboTask Servi Start RoboTask Servi
REST API SSL/TLS settings nstall RoboTask Service art RoboTask Service
Plugin parameters
Backup and restore tasks | Remove RoboTask service | | Stop RobaoTask Service |
| Reinstall RoboTask Service | | Restart RoboTask Service |
| Update status | | Service configuration. .. |

| Stop Interactive Service Detection |

Allow Interactive Services sf— \

Service vs Application 0K | | Cancel Apply

- You will see this message. Press "View the message"
- Interactive Services Detection

A program running on this computer is trying to display a
message

The program might need information from you or your permission to complete a
task.
Why does this happen?

< View the message

2 Ask me later

@ Show program details
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- You can see RoboTask window in the system session. Configure tasks interactively (or import
prepared tasks) and press Return Now button on system dialog.

Interactive Services Detection

Return to your Windows desktop

The program will display its own window below if it still needs
attention.

When you are dene, or if you need to return to your desktop
for more information, click Return now.

<% Return now

& RoboTask 10.3.0.308 (NT Service) x64 i | &
Task Tree Remote Options Tools Help

= 2 P

[f7] Local tasks 4} Task Name | Status Last Start
=% Samples iTest service task Mo triggers
-JE] Al tasks
i) Running tasks

& (2 60| g B :

L~

2/23/2025 5:10:43 PM: Plugin "HDD 5.M.A.R.T. (v 10.3.0, 10)" iz loaded
]2,."23,."2!]25 6:10:43 PM: Plugin "Command Line Utlities {v 10.3.0.34)"is loaded
]HZBIZDZS 5:10:43 PM: Load tasks...

:|2;'23,."2DZE 5:10:43 PM: 0 tazks loaded

]HZB;"ZEQE 5:10:43 PM: Network dient is disabled in service mode.
]HBIEDZS 5:11:43 PM: Preparing of network server...

|| 2/23/2025 6:11:44 PM: Done.

:|2J’23f2|:l25 5:26:01 PM: Task [Mew Task] is enabled

%323,{2025 5:26:01 PM: Create new local task (FF2AD0ES. tsk)

Sy | sy ey |y | |

"

. Total number of local tasks: 1

2.9 Errors handling

If there is an error occurs in any step during a task, RoboTask records an error message to the
task log and stops the task by default. You can change this behavior. To do it, you should
select the "Advanced" tab in the task editor and set the "If Error Occurred" parameter to
"Continue Execution". In this case, the task will not be stopped in case of an error.

The system variable {IsError} is used to analyze if there was an error in the previous step.
This variable contains "True" if there was an error in the previous step and "False" if there was
no error in the previous step.

Another method of the error handling is the starting up of another task when an error is raised.
For this purpose you need to tune the task like this:
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 Open task editor and go to the tab "Advancedle"
e Choose the point "Run the Error Handling Task" of parameter "If Error Occurred"
e Choose the task in a drop-down list "Error Handling Task".

If an error was raised in any step when you perform the task, RoboTask starts up the handler-
task and stops the main task. At the start of the error handler RoboTask passes the next
parameters:
e LastErrorTaskID - the internal ID of the task, in which an error was raised. It is a formal
identifier of the task like a humber.
e LastErrorTaskName - the name of the task, in which an error was raised.
e LastErrorTaskExternalName - an External Name of the task, in which an error was
raised.
e LastErrorStep - the number of the step (starting from 1), in which an error was raised.
e LastErrorCode - code of the error. There is the own kit of codes of errors for any type of
actions (see description of actions). By default - 0.
e LastErrorDescription - the description of the error. It depends on a type of action. By
default, it is the line "General error".

This set of parameters is enough to definitely identify the error and to undertake any actions.
For example:

¢ Send an email message with the notice and description of error;

e Make an record into text log file;
and etc.

The variables LastErrorCode and LastErrorDescription can be used in the task in which the
error occurred.

The conditions of the using are similar to the variable IsError: it is necessary to set the
parameter If Error Occurred into the value Continue Execution, to not interrupt the performing
of the task when an error appears.

2.10 Control of RoboTask through network

RoboTask has the feature of the controlling over tasks through network. The operation of
major components of Client-Server is also available in trial mode for a testing.

Personal license allows only local connections within a single computer. This allows the
system service to be managed using the network interface.

Business license allows you to connect to any remote RoboTask instance without
restrictions.

The control of remote RoboTask is necessary in the next cases:

e The control of a local RoboTask service. Beginning with Windows Vista, the system forbids
interaction between a service and a desktop within a user session. Therefore the control of
tasks is related with certain inconveniences (see the chapter Peculiarities of work RoboTask
Service under OS Vista/ Windows 7/ Windows 2008 Server[4). The mode Client-Server
permits to edit on-the-fly, to add, to delete, and to start service tasks, and also to view the
tasks logs without calling at a system console.

e The control of RoboTask installed at the other network computers. RoboTask in client mode
can connect to several instances of RoboTask simultaneously. It allows to view and to edit
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tasks at the other computers in the main window of RoboTask without using RDC (Remote
Desktop Connection) or similar tools.

Notice: When a task is started on a remote RoboTask, it is executed in the session in which
the RoboTask server is working. The progress of the task execution can be tracked only on the
client through the task log. If the task requires some interaction with the program (for
example, dialog windows), it can't be performed from a client.

2.10.1 Network Server

The server doesn’t contain any visual interactive elements and serves only for authorization
and handling of client requests. The server must be active if you want to control this copy of
RoboTask remotely

All tunings of the server are in the dialog window of Connection manager{# (menu Options |
Settings) on the tab "Network Server[#".

“B RobaTask Settings = O x
General settings -
Plugins Network server settings
w REST API
REST API general settings B Start Server at RoboTask Loading
REST APT 55LTLS settings
“ Connection manager Bind to IP: 127.0.0.1
Predefined connections
[ Metwork server settings | Part: 5500
B Encrypt Data
B compress data
User Rights
() Use internal list Edit Internal List of Users
yStem user accoun elect user groups
0 syste ts Select

Server is active

Start Server Stop Server View Edit connections

Mote that you must allow incoming connections for RoboTask in your Windows
Firewall settings in order to use the RoboTask network server.

[ [v] oK ] Cancel

Start Server at RoboTask loading
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It is on by default. Switch off this checkbox if you want to refuse from remote
administration[s:".

Bind to IP

By default this field is empty. This means that the network server is bound to all available
addresses on the computer. The address 0.0.0.0 has the same effect. You can specify
particular address. This is useful if the computer/server has several IP addresses.

Also you can specify local host address 127.0.0.1. In this case you can connect to server from
local computer only.

Port

This is the number of a port, on which the server accepts connections. By default, it is 5500.
If you use more than one instance of RoboTask at your computer, apply different ports to
avoid conflicts.

For example: 5500 is for an application, 5501 is for a Service.

Encrypt data

This is the mode of traffic encryption. By default, it is on. The mode of ciphering is specified
by server. A client is tuned on the mode of encryption automatically. RoboTask provides the
traffic encryption with dynamic keys using CryptoAPI system functions.

Compress data

This is the mode of traffic compression. By default, it is on. The mode of traffic compression
can be useful when connection is slow (for example, DialUp or GPRS). The mode of traffic
compression (packing) is specified by server. A client is tuned on the mode of compression
automatically.

User Rights

This is the check mode of user’s rights at connection. It is possible to choose between two
modes of user checking:

e Use Internal list. When you press the button “Edit Internal List of Users” in this mode, you
can define users, who have the right of connect to the server. This is just text in the form
USERNAME=PASSWORD on every line.

For example:

admin=1234567890

At the checking of a user, the server inspects presence of the user in a list and correctness
of a password.

e System user accounts - In this case RoboTask uses system user authentication. When
selecting this authorization mode, be sure to specify which system groups the user should
belong to. It is necessary to specify one or several groups. If the user does not belong to
any of the specified groups, the authorization will fail, even if the authorization parameters
are correct. For example, you can create a system user group "RoboTask users" and open
access for users of this group.

System user accounts mode selected by default.
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Start Server
It starts the server.

Stop Server
It stops the server. At that rate, all opened connections are closed.

View/Edit connections
Here it is possible to view all opened connections and to close selected connections.

2.10.2 Network Client

Network Client is integrated into the main window of RoboTask. At connection to remote
RoboTask, a new branch, fitted to the service tasks, is added on the tree of tasks.
Subsequent work with network tasks is completely "transparent"”. That is, you can trigger,
edit, and delete tasks, just as if you would work with local tasks.

RoboTask can open several connections at the same time: one connection on each server. All
connections are visible at the tree of tasks.

2.10.2.1 Connectto

Choose the menu item Remote | Connect to[+" for fast connecting to a server. For
connecting it is necessary to specify following parameters:

e Computer Name or IP address. It can be also the global network name (for example:
www.mydomain.com), if the server is in a global Internet network. One can use the name
localhost or the address 127.0.0.1 for access to a local computer (for example, to connect
to a local service).

e Port. For example, the port number which is specified on the server. By default, 5500.
e Domain. This parameter is necessary if only the mode of authorization System

Administrators is specified on the server. Specify a domain name or "." (Point) for a local user
on the server.
e User Name

e Password

2.10.2.2 Define connections

If you need to constantly control the group of servers, you can create predefined
connections. At that rate, corresponding items of menu Remote appear and then you can
connect to the server “in one click.”
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Choose the menu item Remote | Connection manager(+" for creating/editing of predefined
connections.

To create a define connection, you need to specify a name of connection for a menu item and
then to specify parameters of connection.

If you not switch on the CheckBox "Save Password", RoboTask doesn’t save a password for

the next sessions. In this case, when trying to connect, a network client will request a
password.

2.10.3 Network Command utility

This is an independent utility mimicking the work of the action Send Command|[z7. Now to run a
task remotely with the trigger Listenerle), you need only copy and use this utility on the other
computer. The utility is autonomous (portable) and does not need any special installations.

The utility has two modes of work:
o Interactive

e From the command line

Interactive parameters
If run the utility without any parameters, the dialog window of parameters will load.

Metwork command for RebeTa ﬁ

Haost Mame ar [P Address:

Fort: 5,254 =

Aocess Pazsword:

Command:

Send ] ’ Cloze

Host Name or IP Address

Specify the Host Name or IP address of the computer where you need to send the command.
The Host Name can be either similar to www.mydomain.com for the Internet or just the name
of the necessary computer for the local area network.

Port
Specify the port the command should be sent to. By default, the "Listener" listens to port

5254. The port number can be changed to any other number (see Plugin settings).

Access Password
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Specify the password for connecting to remote RoboTask. If the Listener on remote RoboTask
is configured to work without a password, leave this field blank.

Command

Specify the string (command) that should be sent to remote RoboTask. It can be any string.
The "Listener" triggering event on the remote computer will analyze the string.

Help
Shows description of command-line parameters

Command line format

Usage:
Net Wor kCommand. exe srv=Server Nane cnd="any string" [psw=password]
[ port =Port Nunmber] [sil ent=yes| no]

Parameters:

srv - Host Name or IP Address. Specify the Host Name or IP address of the computer where
you need to send the command. The Host Name can be either similar to www.mydomain.com
for the Internet or just the name of the necessary computer for the local area network.

port - Specify the port the command should be sent to. By default, the "Listener" listens to
port 5254. The port number can be changed to any other number (see Plugin settings). By
default port=5254.

psw - Access Password. Specify the password for connecting to remote listener. If the
Listener on remote server is configured to work without a password, leave this field blank.

cmd - Specify the string (command) that should be sent to remote listener. It can be any
string. The "Listener" triggering event on the remote computer will analyze the string. If the
command contains spaces you should include the string between quotas. For example:
cmd="Some random string".

silent - By default is Yes. Specify "No" if you want to see error messages or final dialog box.
Also you may specify such values: Yes/No, Y/N, True/False, T/F, 1/0

2.11 Runtime module

The runtime module is designed to run a prepared task without the main RoboTask application
and additional license. However, the runtime module uses the entire engine to run the task.
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The application executes the task and exits during normal operation. When an error occurs,
the application does not finish automatically and offers to read the task execution log.

Command line:

RoboTaskRunti me. exe <Task_File_Nanme> [/stop|/nonstop] [/out:<full _file_nane>]
[/ taskparam <t ask_par amet er s>]

<Task_File_Name> - full nane of task file

/stop - (optional) if you want to stop the application before exiting anyway
to read the | og

/nonstop - (optional) the application is forced to continue running and exit
even if the task stops with an error. In this case, it is better to wite
the log to a file (see the /out: paraneter)

/out - (optional) output task execution log to a file
/taskparam - (optional) task paraneters

Small notes on parameters.

Spaces in command-line parameters are not allowed. A space serves as a delimiter for
command-line parameters. How to resolve this issue is described below.

Parameter Task_file_name
The task file name may contain spaces. Simply enclose the file nhame in double quotes.

Parameter /out

The file name in the /out parameter may contain spaces. In this case, just enclose the file
name in double quotes. For example:

/out:"c:\folder nane\file nane with spaces. | og"

In this case, the system will treat the entire string as a single parameter, and the file name will
be passed to the application correctly.

Parameter /taskparam

Dealing with this parameter is a bit more complex. Task parameters consist of multi-line text.
Each line is represented as an equality (as in the actions Start Task[z1) or Start Remote
Task(z0).

Par anet er Nane=Par anet er Val ue

A line break signifies the end of the command line. If a parameter contains quotes, they must
be escaped to avoid confusion.

Just mask prohibited characters as in an HTTP request:
e Space — %20
e Quote char — 9®2
e Line break — %A
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Suppose we need to pass the following parameters:
Par ani=Hel | o wor| d!

Par an?=si npl e string with spaces

In this case, in the command line, you write:
/ t askpar am Par aml=Hel | 0%20wor | d! ¥0APar an2=si npl e%20st ri ng%20wi t h920spaces

You can simplify this by enclosing the expression in quotes. However, you need to replace line
break and gquote characters in parameters with %10 and %22, respectively.

For example:

/ t askparam " Par anil=Hel | o wor| d! 9%®9APar anR=si npl e string w th spaces%®AparanB=string wth
9%R2quot esy%@2"

Note:

To automatically encode text, you can use the "HTTP encode/decode"[ss7 action. Let's assume
we need to pass the following parameters:

Par aml=Hel | o wor | d!
Par anR=si npl e string with spaces and "quotes"

"HTTP encode/decode"[s71 will encode this text into a string strictly following the encoding
rules:

Param1%3DHello+world!%0D%0AParam2%3Dsimple+string+with+spaces+and+%22quotes®%?22
You can use this string in the parameter line without any changes:

/taskparam: Param1%3DHello+world!%0D%0AParam2%3Dsimple+string+with+spaces+and+%
22quotes®?22

The Runtime module will expand the variables before executing the task, and the result will be
the same in both cases.

Passing parameters allows you to perform the same task simultaneously, for example,
processing different files using the same algorithm.

It should be remembered that the runtime module guarantees the correct execution of
autonomous tasks. That is, there are some restrictions:

e The runtime module does not have access to other RoboTask tasks. Accordingly, it
cannot perform actions with other tasks: launch, enumerate, check the status, etc.

e The runtime module does not have access to RoboTask global variables.

e The runtime module does not process the task triggers. The task can only be started
from the command line.

To install the engine only with runtime module on separate computer use the command line of
setup program:

Robot askSet up. exe / COMPONENTS=engi ne
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By default setup application installs all modules and components. To force install all
components, use the following command line:

Robot askSet up. exe / TYPE=f ul

2.12 Useful Utilities in RoboTask Package

CheckForUpdates.exe

Checking for a new version on RoboTask's website. Notifies you when your subscription to
updates expires according to your license.

InputRegKey.exe
Provides activation of the license key on the computer.

NetWorkCommand.exe

A standalone utility for sending a command to a Listener trigger{en from a remote computer.
So you can run the task remotely from any computer, as long as a network connection to the
RoboTask instance is possible.

This utility is described in detail in the "Network Command utility[s1" chapter.
The utility is completely self-contained and does not require activation.

RTServiceMGR.exe

The RoboTask Service Manager is a separate utility within the installation package of
RoboTask. The RoboTask Service Manager allows to install the RoboTask Service and perform
the necessary initial settings of the service. Read more here[2s"

RG.exe

Allows you to run the command line with administrator privileges. Please note that you will
need manual confirmation to allow the operation, if UAC (User Access Control) is enabled in the
system and the current user is not an administrator. UAC is enabled by default.

Usage:
RG exe [/ p] <conmand_|ine>

/p - RGwaits when the conmand will be finished

RoboTaskRuntime.exe

The runtime module is designed to run a prepared task without the main RoboTask application.
However, the Runtime module uses the entire engine to run the task.

Usage:

RoboTaskRunti me. exe <Task_Fil e_Name> [/stop|/nonstop] [/out:<full _file_nane>]
[/ taskparam <t ask_par amet er s>]

Command |ine paraneters:
<Task_File_Name> - full nane of task file
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/stop - (optional) if you want to stop the application before exiting anyway
to read the | og

/nonstop - (optional) the application is forced to continue running and exit
even if the task stops with an error. In this case, it is better to wite the
log to a file (see the /out: paraneter)

/out - (optional) output task execution log to a file
/taskparam - (optional) task paraneters

Read more in chapter Runtime Module[s"
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3 Menus

3.1 Task
3.1.1 Task-New

Allows you to add a new task. After you select the command, the Add Task dialog box displays,
allowing you to select the following tabs to create a task:

 Actions table)

« Triggers table

« Settings tabl)
e Variables tab[e

« Notes table"
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Actions tab

[
YO Edit task (2C95438A tsk) O X
LT] r "
M X I

Save and exit Cancel Save (CTRL+5) Configure Record

Task name: |[DEI'~"ID] Clear Temporary Folder | [ ] Active
Actions  Triggers Settings Variables MNotes
|Sear|:h actions (Ctrl+F) |5ear|:h actions in task (Alt+F) | [ ]Hide disabled steps

Available actions (316 actions in 38 groups)
W F_'E_'General
F'.un Program/QOpen Document
F'.un Console Application
@Print Document
@Send Keystrokes
[#Ishift Keys State
] Shutdown Computer/Log Off
Pause,."DEIay
@Execute S0L Query

Wait For Process Finish

Wait For Process Start
Terminate Process
[\ Comment
o |:|Dialogs and Motifications
| show MessagePlay Sound
Question Dialog
Open Dialog
Save Dialog
||Browse for Folders

Browse for Computers

=1 g

El}

]

20|t ty

Task steps
1. Question Dialog
;—:_: 2, Log Message
ES. Create variable "FILECOUNT ™ with value 0"
[#4. Create variable "FILESIZES™ with value "0"
{17 5. File Loop
EE. Increment variable "FILECOUNT®
E?. Increment variable "FILESIZES™
L—:_"B. Log Message
8] 9. Delete File
‘EP 10. End Loop
;—:_: 11, Log Message
433 12, File Loop
o4 13, If Then
r,_n_'__ 14. Log Message
@ 15. Remowve Monempty Folder ({c_folder})
16. End If
‘EP 17. End Loop
;—:_: 13, Log Message

Save and exit

Save the task and close the editor

Cancel

Close the task editor without saving.

Save

Save the task. Then you can continue editing.

Move Step Up
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Select an action in the Action List and click ﬁ to move the action up in the list. This
ensures the action runs earlier in the process when the task runs.

Move Step Down

Select an action in the Action List and click 0 to move the action down in the list. This
ensures the action runs later in the process when the task runs.

Record a macro

ram"

E

L

In order to record mouse actions "as is" click this button . Macro recorder[:s1 catches
mouse actions and saves them as a sequence of task actions.

Task name
Enter the name of task

Active

If the check box is cleared, the task is disabled and you must run it manually by double-
clicking the task in the RoboTask window.

Tip
To change the Active setting, select a task in the RoboTask window and right-click.

Available actions
List of available actions that you can use in the task.

Task steps
Displays a list of the actions you have selected for the task you are creating or modifying.

To add step select the action from available actions and click the add button -~ |. You can
also drag the desired action to the list of steps.

Select an action in the task steps and click the configure button to modify the action
parameters.

To remove step select the step from task steps and click the remove button | . You can
also drag the desired step back to action list.

When you start the current task, the actions run in the order in which they appear in this list.

Click the G & G buttons to move an action up or down in the order listed.
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Triggers tab

[
YO Edit task (2C95438A tsk) O
7] r A
M X ) fed
Save and exit Cancel Save (CTRL+5) Configure Record
Task name: |[DEI'~"ID] Clear Temporary Folder | [ ] Active
Actions Trigders Settings Variables MNotes
|Sear|:h triggers (Ctrl+F) Task triggers
Available triggers (30 triggers in 11 groups) ™ Sn:heduler

W F'E:General
[&]scheduler
@'Hnt Keys
:=E¢Tray Tcan
r,:tl:ydic
F-‘rcu:ess Watcher

g EF“ES and Folders
L IFile Monitor

v %% DialUp
"E}'Cunnecﬁun Monitor

W E'I.-'ariables
@]'u‘ariable Manitor

h |:|'|."u'indnw
|E|'|."'.n'indol.r'.' Watcher

W |;|5ystem Events
@Dn Time Changed
E’;’_ On Low Battery Power
|;|Dn Spooler Changed
|;|Dn Device Changed W

£ >

B2 ta o

Available triggers
List of available triggers that you can attach to the task.

[_]Run task when RoboTask starts

[ 1Run task when RoboTask quits

Task triggers
Displays a list of the events you have selected for the task you are creating or modifying. The
order in which events appear in the list does not matter.

To add trigger select trigger from available triggers and click add button ? .

Select trigger in the task triggers and click the configure button to modify the trigger
parameters.
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To remove trigger select the step from task triggers and click the remove button -
Run When RoboTask Starts
If this check box is selected, the task will run automatically when RoboTask starts.
Run When RoboTask Quits
If this check box is selected, the task will run automatically when RoboTask quits.
Settings tab
E Edit task (2C95438A t=k) O ot
LTl r
IT_I‘/ @ H REC ESC
Save and exit Cancel Save (CTRL+5) |Ise Esc to dose
Task name: |[DEI'~"IO] Clear Temporary Folder | [] Active

Actions Triggers Settings  Variables MNotes
Log level:
Errors And Warnings e [ ]ouplicate to Comman Log

If error occurred

(®) Stop task execution () Continue task execution

[ 1Run another task {error handler)

[ ] pisable task after error

[ Disable task after execution

External Name:

|Task210

[]Do not stop the task when the application iz shutting down

[ | Restrict REST APT Access

Pause between steps (ms):

[ :

Logon Task as User (For NT Service Mode Only)
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Log Level
Select the status messages you want to record in the log file:
¢ Nothing
e Errors Only
e Errors and Warnings
e All Messages

If Error Occurred
Here you can define the behavior of a task when an error is raised in any step. You can choose
from 3 variants:
e Stop Task - the default action. When an error is raised, performance of a task is stopping.
e Continue Execution - when an error is raised, performance of a task is going on. In other
words — it is ignoring of the error. We recommend to use this mode only if it is really
necessary.

Run another task (error handler)
Run the other task if an error is raised. The current task itself is an error handler. See below the
describing of the transferred parameters.

Error Handling Task

Choose the task of error handler in a drop-down list. This task will be started up in case of
appearance of error. When the task is being started up, the fixed kit of parameters is
transferring to it:

e LastErrorTaskID - the internal ID of the task, in which an error was raised. It is a formal
identifier of the task like a number.

e LastErrorTaskName - the name of the task, in which an error was raised.
e LastErrorTaskExternalName — an External Name of the task, in which an error was raised.
e LastErrorStep — the number of the step (starting from 1), in which an error was raised.

e LastErrorCode — code of the error. There is the own kit of codes of errors for any type of
actions (see description of actions). By default - 0.

e LastErrorDescription — the description of the error. It depends on a type of action. By
default, it is the line "General error".

LastErrorCode and LastErrorDescription depend on a type of action. Descriptions of error codes
are put into the help of actions (help file)

Disable task after error
Enable this option if you want to disable the task when an error occurs.

Disable task after execution
Enable this option if you want to disable the task after completion anyway in any case.

External Name

You can define an external name by hand. External Name is, per se, an alternative identifier of
a task, which can help you to refer to a task (see object RoboTaskApples)). RoboTask controls
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the uniqueness of the External Name and, in case of name clash, resets it to the default value.
The default value looks like TaskNNNN, where NNNN - is just an ordinal number.

Do not stop the task when the application is shutting down

RoboTask tries to complete all tasks on exit, if they are running at that moment. But for some
tasks it is important that the algorithm is executed completely. In this case, enable this
checkbox. When you exit, RoboTask will wait until this task is completed.

Restrict REST API access

If you want the task to become "invisible" to the REST API, then enable this checkbox. In this
case, the REST server will ignore requests to this task.

Pause between steps

By default, task steps are executed without pause. But sometimes it is useful to keep some
pause between steps. For example, if you use some interactive actions. In this case, you can
set the pause in milliseconds

© 2004-2025 Neowise software



66 RoboTask User's Guide

Variables tab

E Edit task (2C95438A.tsk)

Save and exit Cancel

O it
LT r
M X I fed
Save (CTRL+5)
Task name: |[DEMO] Clear Temporary Folder | (] Active

Actions Triggers Settings Variables  Notes

Specify local variables of the task {one variable per ling):
To assign an initial value, spedfy it after the "=" character.
VarMame=Var Value

FILECOUNT
FILESIZES
FILETODELETE

Show Global Variables

You can declare local variables on the "Local variables" tab of the task editor. There are two

ways to declare them:
Enumerate the names of the variables;
Assign initial values to them.

If you enumerate them, just fill the list of names for local variables: one variables per line. For

example, like this:
Li neCount
Fi | eToUpl oad
CurrentFile

and so on.

To assign an initial value, specify this value after the

character. For example, like this
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Li neCount = 0
Fi | eToUpl oad = c:\incom ng\list.txt
CurrentFile = note.txt

etc.

You can assign initial values not to all variables. By default, local variables contain an empty
value (an empty string).

By default, the list of local variables is empty. It means that all variables that are used in a task
will be processed as global ones when you run the task.

See more information about local variables[+".

Notes tab
@ Edit task (2C954384 t=k) O ot
7] r_ "1
M X I =
Save and exit Cancel Save (CTRL+5)
Task name: |[DEI'~"IO] Clear Temporary Folder | [] Active

Actions Triggers Settings Variables Motes

Write any comments/notes of the task:
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You can write any comment for this task.

3.1.2 Task - Edit

Allows you to edit a task. After you select the command, the Edit Task dialog box displays,
allowing you to select the following items to edit the task:

e Actions tab[«)

« Triggers tab[e"
o Settings tabls)
« Variables tabl )
o Notes tabl )

The task editor is described in the previous chapter| sol.

3.1.3 Task -Delete

Removes a task from the RoboTask and deletes its associated file.

3.14 Task-Run

Starts the task that you selected in the RoboTask window. This is useful for testing your task
to ensure it runs correctly.

3.1.5 Task - Stop

Allows you to stop the task that you are running in the RoboTask window.
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3.1.6 Task -Find the task

This is the service of a quick search of a task by the task name. You can see a dialog with a
complete task list. Just begin typing a search string. The dialog will be filtering the task list
when typing the string. Only the tasks containing the typed string in their name will be present
in the list.

To go to the task, highlight the searched task and press the button OK. You also can jump to
the task using the Double-Click on the searched task.

3.1.7 Task-Local running task
This is the service of a search of the task running at the moment. You will see only running at
the moment tasks in the list of the dialog window.

To go to the task highlight the searched task and press the button OK or use the Double-Click
on the searched task.

3.1.8 Task -Export

Export of a task to an external file. You can also export several tasks. To export tasks
highlight the task (or several tasks) in the list and select this menu item. RoboTask will export
the tasks into a text file.

Also you can export task by using drag-and-drop mechanisml 23

3.1.9 Task-Import

Import of a task from a text file to the repository of RoboTask. When you import you will be
proposed to select the task file (or several files). The tasks will be imported to the active
selected task folder.

Also you can import tasks by using drag-and-drop mechanismlz"

Note: Pay attention that the imported tasks are always disabled after importing. You have to
enable it manually.

3.1.10 Task -Copy

You can copy a task by means of the method Copy-Paste using the system clipboard. Just
highlight one or several tasks in a list and press Ctrl-C (or select this item of the main or
context menu).
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3.1.11 Task - Paste

If in the system clipboard is the copied task (or several tasks), you can paste themin an
active task folder pressing Ctrl-V or selecting this item of the main or context menu.

The method of copying of tasks by means of the clipboard works with remote tasks too if the
network connection with remote RoboTask is open. That is you can copy a local task and
paste it in a remote session and vice versa.

Note: Pay attention that the pasted tasks are always disabled after the operation. You have
to enable it manually.

3.1.12 Task - Duplicate

Copies the task that you have selected in the RoboTask window. This is useful if you want to
quickly create several tasks and then edit them.

3.1.13 Task - Create Shortcut on Desktop

Adds a shortcut to the task on your desktop. This is useful if you want to quickly start a task
without opening RoboTask window. After you select one or more tasks in the RoboTask window,
click Task > Create Shortcut on Desktop. The shortcut appears on your desktop with the
name of the task.

For example, if you select a task named "Hello, World!" and click this command, a shortcut called
"Hello, World!" appears on your desktop.

3.1.14 Task - Create Batch File

Create a batch file to run a separate task from a command line. To create a batch file highlight
the task in a list and select this menu item. After that the program will propose to select a
folder and a file name.

3.1.15 Task - Exit

Closes the RoboTask window and stops the software.
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3.2 Remote

The actions for working with remote RoboTask are collected in this group.

3.2.1 Connections manager

Connection manager is integrated into the general settings dialog box[ 1

Connection manager allows you define connection parameters for network client and
parameters of internal network server.

Predefined connections

To connect to the necessary server of the RoboTask quickly, you can specify the connect
parameters in advance.

“B RoboTask Settings = O x
General settings 2 -
Plugins Predefined connections
~ REST APIL
REST API general settings Connections Computer Mame or IP Address
REST APT 55LTLS settings

Localservice

. :
Connection manager _ 192.168. 123, 128:5500

[ Predefined connections |
192.168.123. 135:5502

MNetwork server settings - ] Fort
MiniPC service 5500

192.168.10.122: 5500

Save Password

Connect on Startup

HIX &=

Each predefined connection contains such parameters:

¢ Computer name or IP address
e Port

e Domain (for NT authorization only) - you can specify single dot (.) if you are using non-
domain user (local computer user)
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e User name
o Password
Save Password - switch on this checkbox if you want to save password

Connect at startup - switch on this checkbox if you want to activate this connection when
RoboTask starts.

Network server settings

On this tab you can set up server parameters of RoboTask. Read more about client-server
mode herel .

“B RobaTask Settings = O x
General settings -
Plugins Network server settings
w REST API
REST API general settings B Start Server at RoboTask Loading
REST APT 55LTLS settings
“ Connection manager Bind to IP: 127.0.0.1
Predefined connections
[ Metwork server settings | Part: 5500
B Encrypt Data
B compress data
User Rights
() Use internal list Edit Internal List of Users
yStem user accoun elect user groups
0 syste ts Select

Server is active

Start Server Stop Server View Edit connections

Mote that you must allow incoming connections for RoboTask in your Windows
Firewall settings in order to use the RoboTask network server.

[ [v] oK ] Cancel

Start Server at RoboTask loading
It is on by default. Switch off this checkbox if you want to refuse from remote administration.

Bind to IP

By default this field is empty. This means that the network server is bound to all available
addresses on the computer. The address 0.0.0.0 has the same effect. You can specify
particular address. This is useful if the computer/server has several IP addresses.
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Also you can specify local host address 127.0.0.1. In this case you can connect to server from
local computer only.

Port

This is the number of a port, on which the server accepts connections. By default, it is 5500.
If you use more than one instance of RoboTask at your computer, apply different ports to
avoid conflicts.

For example: 5500 is for an application, 5501 is for a Service.

Encrypt data

This is the mode of traffic encryption. By default, it is on. The mode of ciphering is specified
by server. A client is tuned on the mode of encryption automatically. RoboTask provides the
traffic encryption with dynamic keys using CryptoAPI system functions.

Compress data

This is the mode of traffic compression. By default, it is on. The mode of traffic compression
can be useful when connection is slow (for example, DialUp or GPRS). The mode of traffic
compression (packing) is specified by server. A client is tuned on the mode of compression
automatically.

User Rights

This is the check mode of user’s rights at connection. It is possible to choose between two
modes of user checking:

e Use Internal list - When you press the button “Edit Internal List of Users” in this mode, you
can define users, who have the right of connect to the server. This is just text in the form
USERNAME=PASSWORD
on every line.

For example:

admin=1234567890

At the checking of a user, the server inspects presence of the user in a list and
correctness of a password.

e System user accounts - In this case RoboTask uses system user authentication. When
selecting this authorization mode, be sure to specify which system groups the user should
belong to. It is necessary to specify one or several groups. If the user does not belong to
any of the specified groups, the authorization will fail, even if the authorization parameters
are correct. For example, you can create a system user group "RoboTask users" and open
access for users of this group.

If the user isn’t checked, the server returns an error and closes the connection.
By default, the System user accounts mode is on.

Start Server
It starts the server.

Stop Server
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It stops the server. At that rate, all opened connections are closed.

View/Edit connections
Here it is possible to view all opened connections and to close selected connections.

Also see Network Client[= chapter

3.2.2 Remote - Connectto

Connecting to remote RoboTask. It is necessary to fill in the fields in the connection
parameters window

Connect to Remote RoboTask hod

Computer Mame or IP Address:

[ |
Part:
|5500 |

Domain (for NT authorization only):

User Mame:

Password:

Save this connection to connection manager

¥ | Connect *| Cancel

Computer Name or IP Address

The name of a computer in a local network or an IP address explicitly. The IP address should
be specified according to the IPv4 standard.

Port

The port for connection. On default, the port of the RoboTask server is 5500 for the RoboTask
application and 5501 for the RoboTask system service.

Domain

The name of a user domain for authorization. It is used if the network server of RoboTask uses
a system authorization. It is necessary to specify the domain name of the server or a dot (.) if
a local user of the server is specified.
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User Name
Password

The parameters of connecting should correspond to the parameters of the RoboTask network
server (see the Server Settings[7")

3.2.3 Remote - Disconnect

Closes an active connection with the remote RoboTask.

3.24 Enable Remote Automation

Switches on or off the automation mode for the remote RoboTask similarly to such function for
local tasks (Tools - Enable Automation[sM).

3.25 Remote Variable & Settings
This dialog allows to see and edit the global variables and the global parameters of remote

RoboTask.

Remote Variables
0 Remote Variables & Settings (loca

Remaote Variables | Global settings |

Variable Value

1 [ F

’ [+ Add ” ] Edit ]’IE'Delete]

| [vlok || [x]cancel |

You can edit the list of the global variables of the remote RoboTask on the tab of global
variables.
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Iobal settings

“@ Remote Variables 8 Settings (
Remote Varisbles | Global settings

Max Log Size (in lines): | Ry

-

-

When remote RoboTask is running as system service

[7Log on Process Az Spedified User

Domain Mame

User Mame:

Password:

Max Log Size

The max size of log files in strings. If the size has been exceeded, the older records are
deleted.

When RoboTask is running as system service

These parameters are necessary to authorize a process with rights of specified user. These
parameters make sense in the system service mode only. If the remote RoboTask is working in
the mode of a common application, these parameters are inaccessible.

Log on Process as specified user.

Switch on this checkbox if you want to turn on the authorization mode. Otherwise, RoboTask
will work with default rights (SYSTEM). This is quite enough in the most cases.

Domain Name
A domain name or a dot (.) if the local user of the remote computer is specified.

User Name

Password
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3.2.6 Remote Running Tasks
Get the list of tasks which are active at the moment in the remote RoboTask. To go to a task,

highlight the task in the list and press the button Select. Double-click on the highlighted task
performs the jump to the task too.

3.2.7 RoboTask Service manager
Launch RoboTask Service Manager] 2 to install and set initial parameters of RoboTask Service.

You can access service through network connectionl#" and edit or import necessary tasks for
RoboTask Service.

Read more about service mode in the chapter Service vs Application|zs".

3.2.8 Thelist of predefined connections

You can see the list of predefined connections at the end of the menu Remote. Connection
occurs in a single click. If you didn't specify any password for the connection, you will be
proposed to type the password for the connection.

3.3 Options
3.3.1 Options - View Log

Displays or hides the log window at the bottom of the RoboTask window. The log window shows
the results of the task that you run and any errors that occur.

3.3.2 Options - View Toolbar

Displays or hides the buttons at the top of the RoboTask window. These buttons allow you to

add, edit, run, and stop tasks.
rd rd
& 0® X8 O

3.3.3 Options - Settings

Allows you to set preferences for RoboTask. You can set preferences for how RoboTask starts,
plug-ins, or service mode.

 General settings[ )
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e Plugins[ 7\

o REST API general settings[«)
o REST API SSL/TLS settings/ )
« Predefined connections[s

o Network server settings/[s)

General tab
E RoboTask Settings

| General settings

Plugins
~ REST API
REST API general settings
REST API 55L/TLS settings
w  Connection manager
Predefined connections
Metwork server settings

= O X

General settings

[:I Minimize on run

B Fun on Windows startup
[] Run as Administrator

B Close as Minimize

B Allow sending anonymous statistics

Task Folder:

C:\UserstuserMame \WppData'Local\RoboTask {Tasks [y
Open Tasks Folder

Log Falder:

C:Wsers\userMame WppData'Local\RoboTaskLogs @
Open Logs Falder

Max log size (in lines):

4000 - Reset Paths to Default

[ [v] oK ] Cancel

Minimize on Run

Click this check box so that RoboTask is minimized when you run the software.

Run on Windows Startup

Runs RoboTask as soon as Windows starts up.

Run As Administrator

This parameter is available only when the RoboTask is used in application mode in the
operating systems using the UAC (User Access Control). That is in Windows Vista and the

following versions.
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If a user has the administrator’s rights on the given computer, the UAC, by default, demotes
the rights of started applications in the session. Due to this, an error Access Denied is possible
during some operations that demand entire rights. For example, when attempting to start or
stop the system services, write down a value in a system register into the branch

HKEY _LOCAL_MACHINE\SOFTWARE, etc.

Switch on this flag if you want the RoboTask to run with entire rights. In this case you have
to confirm running the RoboTask manually when the UAC requests confirmation.

Close as Minimize

If this option is selected, when you click the X button on the main window caption, RoboTask
will minimize. This is useful for preventing of casual closing of RoboTask.

Task Folder

Set the folder where you want to save tasks that you create. You can click the browse
button to select a folder.

Log Folder

Enter a folder where you want to save log files. You can click the browse button to select a
folder.

Max Log Size (in Lines)

Enter how many lines of data to record in a log file. For example, if you enter 300, the log file
will contain no more than 300 lines of text.

Plug-ins tab
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@ RoboTask Settings = O *
General settings
[ Plugins |
w REST API
REST API general settings List of active plug-ins:
REST API 55L/TLS setti
. /TLS settings Mame, version Actions, triggers Has config
w  (Connection manager ra—l
Predefined connections gb General 12 actions
Metwark server settings ver 10.2.2.351 5 triggers
“|Dialogs and Motifications 13 actions
ver 10.2.0.279 Mo triggers
Files and Folders 21 actions
wver 10.2.1.380 1 friggers
( 1Zip 2 actions
\ 'ver 10,2.2,235 Mo triggers
Internet 5 actions
ver 10.2.0,284 Mo friggers
FTP Commands 14 actions
ver 10.2.0.231 Mo triggers
S5L FTP Commands 14 actions
ver 10.2.3.208 Mo triggers
SFTP (S5H FTF) 15 actions
ver 10.2.0, 1496 Mo triggers
ial-Up actions
GO Dial-J 2 acti
O ver 10,2.0,195 1 tricgers
Configure Information
[ [w] oK ] Cancel

List of Active Plug-ins

Displays a list of available plug-ins for RoboTask. You can get more information when you click
the Information or About buttons.

Configure
Select a plug-in from the List of Active Plug-ins box and click Configure to enter settings.

Information

Displays a list of components for the plug-in that you have selected in the List of Active
Plug-ins box.

REST API tab

REST API (Representational State Transfer) provides some communication means (program
interface) with RoboTask instance from python or JavaScript scripts using HTTP requests.

RoboTask REST API allows you to get information about RoboTask operation, get a list of
tasks, as well as start or stop an individual task.
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REST API server returns data in the form of JSON object. You can see the whole set of

requests and also try them interactively using the API documentation (Swagger) function (see
below).

To demonstrate how the REST API works, use the robotask rest_api demo.py script, which is
located in the Demo sub-folder of the RoboTask folder.

@ RobaTask Settings = O x
General settings _
Plugins REST API general settings
~ REST API

[ REST API general settings |
REST APT 55LTLS settings

~ Connection manager Bind to IP: Part:
Predefined connections - P
MNetwork server settings

8 Start built-in REST API Server

127.0.0.1 9999

B Require API Key for Authorization

B Bypass API Key for localhost

API Keys (one per ling):

up&agcgncadmomthityahyaxwewwpOdsd
fsuTkvbmapy 2wafjjbjjke 7atkmir&4
ntrxm3gnlisxegvwedakgmptot4fixpb

Add Random Key with Length 32

Apply Changes Open API Documentation (Swagger)

[ [v] oK ] Cancel

Start built-in REST API server

To start the REST API server, enable this check box. By default, the REST API server is not
started. You can enable it if necessary

Bind to IP

Specify the IP address that the REST API server will use. By default, the REST API server uses
the address 127.0.0.1.

The address 127.0.0.1 corresponds to localhost. In this case, you will only be able to access
the server from a local computer.

Address 0.0.0.0 means that the server will use (listen to) all available addresses on the
computer.
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If the computer/server uses multiple IP addresses, you can specify one address to which the
server will be bound.

Port
Specify the port that the REST API server will listen on.

For normal application mode, the REST API server uses port 9999
For system service mode - 9998.
You can specify any free and suitable port number.

Require API key for Authorization
Enable this checkbox if you want to authorize each connection. If you want to use REST API
outside your local network, it is recommended to enable authorization mode.

Authorization on the REST API server is performed using API keys. An API key is simply a set of
characters that is prescribed on the server. The provided API key must exactly match one of
the registered keys. Otherwise you will get a "401, Unauthorized" error on any request

API key must be included in HTTP request headers.
Use the X-API-KEY header.

Bypass API keys for localhost
Enable this check box if you want to disable API key validation for local connections.

API keys

A list of keys defined on the server: one key per line. You can add strings manually or add a
random string: specify the key length and click the "Add random key" button.

Apply changes
Apply all changes to the REST API server settings. Don't forget to apply the changes if you
want to test the REST API features in "Swagger"

If you close the settings dialog with the Ok button, the REST API server settings will be saved
automatically.

Open API documentation (Swagger)

Built-in API testing service. Swagger allows you to view and test all available REST API
functions interactively.

Swagger runs in your default browser and shows all available REST API functions through the

web interface. When testing a function, you will see the format of the request and response
from the server.

To test the API key use the "Authorize" button in the upper right corner. After that specify the
required API key and press "Authorize" button.

REST API SSL/TLS settings
TLS (transport layer security) - traffic encryption mode. If you want to use the REST API
outside your local network, traffic encryption is a must. In local network mode, encryption is
not necessary.
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To enable traffic encryption mode, you need a certificate and a private key in PEM format.
You can use paid or free certificates (for example, here ).

You can also create the so-called "self-signed" certificates. You can make self-signed
certificates using OpenSSL or Powershell package. Read how to do it here or here .

You can also use a simple batch file (CMD or BAT). An example is shown below. If you have
the OpenSSL package installed, simply run this file and answer the application questions.

Complete text of batch file:

rem You can get OpenSSL binaries here: https://slproweb. com products/ W n320penSSL. ht il
rem Apache httpd distribution: https://ww. apachel ounge. com downl oad/

rem Apache httpd contains OpenSSL binaries too

rem @cho off

set OPENSSLPATH=C:\ Program Fi | es\ OpenSSL- W n64

| F EXI ST %OPENSSLPATH%Y% (

echo Using Apache at path %APACHEPATH%

" OPENSSLPATH% bi n\ openssl . exe" genrsa -out privkey.pem 2048

" MOPENSSLPATH% bi n\ openssl . exe" req -new -x509 -config " %OPENSSLPATH%
\ bi n\cnf\openssl.cnf" -key privkey. pem -out cacert.pem -days 365

) ELSE (

echo Pl ease set OPENSSLPATH to a valid OpenSSL path (download it from
https://sl proweb. com products/ W n320penSSL. ht m )
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E RoboTask Settings

General settings
Plugins

~ REST API

REST API general settings

REST API 55LTLS settings

w  (Connection manager

Predefined connections
MNetwork server settings

Use TLS

= O X

REST API SSL/TLS settings

B us=TLs

Certificate File:
C:\S5LYcacert.pem

Private Key File:
C:\S5Lprivkey.pem

Root Certificate File (optional):

* Al files must be in PEM format

] Cancel

Enable this check box if you want to use encryption mode

Certificate file
Specify the name of the certificate file.

Private key file
Specify the name of the private key file

Root certificate file (optional)

Specify the file name of the root certificate. This field can be empty. For a "self-signed"
certificate, leave this field blank.

All files must be in PEM format.

Predefined connections

To connect to the necessary server of the RoboTask quickly, you can specify the connect
parameters in advance.
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E RoboTask Settings

General settings
Plugins
w REST API
REST API general settings
REST APT 55LTLS settings
w  (Connection manager
[ Predefined connections |

Connections

Localservice
192,168,123, 128:5500
192,168,123, 135:5502

= O X

Metwork server settings ort
MiniPC service

192,168, 10.122: 5500

Save Password

Connect on Startup

HX Ei=

Cancel

Each predefined connection contains such parameters:
Computer name or IP address
e Port

Domain (for NT authorization only) - you can specify single dot (.) if you are using non-
domain user (local computer user)

User name
Password

Save Password - switch on this checkbox if you want to save password

Connect at startup - switch on this checkbox if you want to activate this connection when
RoboTask starts.

Network server settings

On this tab you can set up server parameters of RoboTask. Read more about client-server
mode here[ .
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B RoboTask Settings = O *
General settings -
Piugins Network server settings
w REST API
REST API general settings B start Server at RoboTask Loading
REST APT 55LTLS settings
v Connection manager Bind to IP: 127.0.0.1
Predefined connections
[ Network server settings | Port: 5500
B Encrypt Data
B compress data
User Rights
(") Use internal list Edit Internal List of Users
0 System user accounts Select user groups

Server is active

Start Server Stop Server View Edit connections

Mote that you must allow incoming connections for RoboTask in your Windows
Firewall settings in order to use the RoboTask network server.

[ [w] oK ] Cancel

Start Server at RoboTask loading
It is on by default. Switch off this checkbox if you want to refuse from remote administration.

Bind to IP

By default this field is empty. This means that the network server is bound to all available
addresses on the computer. The address 0.0.0.0 has the same effect. You can specify
particular address. This is useful if the computer/server has several IP addresses.

Also you can specify local host address 127.0.0.1. In this case you can connect to server from
local computer only.

Port

This is the number of a port, on which the server accepts connections. By default, it is 5500.
If you use more than one instance of RoboTask at your computer, apply different ports to
avoid conflicts.

For example: 5500 is for an application, 5501 is for a Service.

Encrypt data
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This is the mode of traffic encryption. By default, it is on. The mode of ciphering is specified
by server. A client is tuned on the mode of encryption automatically. RoboTask provides the
traffic encryption with dynamic keys using CryptoAPI system functions.

Compress data

This is the mode of traffic compression. By default, it is on. The mode of traffic compression
can be useful when connection is slow (for example, DialUp or GPRS). The mode of traffic
compression (packing) is specified by server. A client is tuned on the mode of compression
automatically.

User Rights

This is the check mode of user’s rights at connection. It is possible to choose between two
modes of user checking:

e Use Internal list - When you press the button “Edit Internal List of Users” in this mode, you
can define users, who have the right of connect to the server. This is just text in the form
USERNAME=PASSWORD
on every line.

For example:

admin=1234567890

At the checking of a user, the server inspects presence of the user in a list and
correctness of a password.

e System user accounts - In this case RoboTask uses system user authentication. When
selecting this authorization mode, be sure to specify which system groups the user should
belong to. It is necessary to specify one or several groups. If the user does not belong to
any of the specified groups, the authorization will fail, even if the authorization parameters
are correct. For example, you can create a system user group "RoboTask users" and open
access for users of this group.

If t